IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS FOR VIDEO TECHNOLOGY, VOL. 19, NO. 9, SEPTEMBER 2009

1379

Robust Video Fingerprinting Based on Symmetric
Pairwise Boosting
Sunil Lee, Member, IEEE, Chang D. Yoo, Member, IEEE, and Ton Kalker, Fellow, IEEE

Abstract— This paper proposes a video fingerprinting method
based on a novel binary fingerprint obtained using a feature
selection algorithm called the symmetric pairwise boosting (SPB).
The binary fingerprints are obtained by filtering and quantizing perceptually significant features extracted from an input
video clip. The SPB algorithm, which is a generalization of
the conventional asymmetric pairwise boosting (APB), selects
appropriate filters and quantizers from a class of candidate
filters and quantizers in such a way that perceptually similar and
dissimilar pairs of video clips are correctly classified as matching
and non-matching pairs, respectively. The binary form of the
novel fingerprint makes it conducive to an efficient database
search, and the experimental results show that the proposed
method outperforms the APB-based video fingerprinting methods
in terms of both robustness and discriminability.
Index Terms— Boosting, content-based video identification,
video fingerprinting.

I. I NTRODUCTION

T

HE ever-increasing popularity of digital videos and the
problems associated with it, e.g., illegal distribution of
copyrighted movies on the Internet, require an efficient method
for protection, management, and retrieval of video contents.
Among various solutions to these problems, e.g., conventional
digital rights management (DRM) technologies, digital watermarking [1], etc., video fingerprinting is receiving increased
attention [2]. Video fingerprints are perceptual features that
uniquely characterize one video clip from another [2]–[4]. The
goal of video fingerprinting, which is also known as contentbased video identification or perceptual video hashing, is to
identify a video query by measuring the distance between
a query fingerprint and fingerprints in a database (DB) [4].
Promising applications of video fingerprinting are filtering
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Fig. 1. Overview of (a) video fingerprinting method and (b) extraction of
binary fingerprint.

for file-sharing services on the Internet, broadcast monitoring,
automated indexing of large-scale video archives, etc.
Video fingerprinting has a number of advantages over
conventional DRM technologies or digital watermarking.
For example, contrary to digital watermarking, video fingerprinting methods do not embed any signal into the content but
just extract relevant fingerprints from the content. Since the
original video content does not need to be modified in video
fingerprinting, huge amount of legacy video into which no
watermark is embedded can also be identified using the video
fingerprinting methods. Video fingerprinting also provides a
more user-friendly environment for content management since
the users are free from the usage restrictions imposed by
the DRM technologies and visible or audible artifacts often
introduced by the embedding of a watermark.
Video fingerprints need to satisfy a few desirable properties
[4]–[6]. Since video clips are liable to degradations due to
lossy compression, resizing, frame rate change, etc., a video
fingerprint should be robust against various content-preserving
distortions (robustness) while being discriminative so that
perceptually different video clips can be distinguished (discriminability). A video fingerprint also needs to be conducive
to an efficient DB search, since a large-scale DB search
is essential in video fingerprinting (DB search efficiency).
Recently, unpredictability or collision intractability is also
considered as a desirable property of a fingerprint (security)
[7]–[9]. The authors in [7]–[9] propose secure image fingerprints by introducing randomness based on a secret key to the
fingerprints, and show that there is a tradeoff between security
and robustness. Security is an important issue especially when
a video fingerprinting method is used in a hostile environment
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where malicious attackers try to circumvent the fingerprinting
system. However, this paper does not take the security issue
into account since the focus of this paper is to propose a novel
video fingerprinting method which provides a better tradeoff
among robustness, discriminability, and DB search efficiency
than the conventional methods. We note that security of the
proposed fingerprint can be improved by randomizing the
parameters for fingerprint extraction as in [7]–[9].
As shown in Fig. 1(a), a video fingerprinting method
generally consists of three parts: 1) fingerprint extraction;
2) DB search; and 3) fingerprint matching [4]. In the
fingerprint extraction, relevant fingerprints are extracted from
an unknown video clip to be identified. In the DB search,
candidate fingerprints for matching are found in a DB which
includes fingerprints from a large library of video clips and
the associated metadata. Finally, in the fingerprint matching,
the query fingerprints are exhaustively searched among
the candidates found in the DB search, and the metadata
associated with the candidate closest to the query fingerprints
is declared as the fingerprinting result.
Recently, many video fingerprinting methods have been
proposed [3]–[6], [10]–[19]. The methods in [10]–[12] use
histogram-based fingerprints. For example, Cheung and
Zakhor estimated the video similarity by first summarizing
each video with a small set of its sampled frames and then
by measuring the distance between color histograms obtained
from the corresponding frames [10]. There also exist video
fingerprinting methods which use a spatial feature other than
a histogram [4]–[6], [13], [14]. Lee and Yoo proposed a
robust video fingerprinting method based on the centroid of
gradient orientations (CGO) [4], [5], and also used it as local
fingerprints to represent affine covariant regions [6]. Roover
et al. proposed the radial projection of the image pixels
denoted as radial hashing [13], while Hampapur and Bolle
used dominant color and the centroid of gradient magnitudes
[14]. Some methods use an ordinal measure [20] of a feature
as a fingerprint [15]–[17]. For example, Kim and Vasudev
used the ordinal measure of the block mean luminance for
video copy detection [17]. There are video fingerprinting
methods which also exploit temporal characteristics of
videos [3], [17]–[19]. For example, Oostveen et al. proposed
a video fingerprinting method based on the differential
block luminance (DBL) which is obtained by taking the
differentiation of the block mean luminance (BML) in both
spatial and temporal domain [3]. Coskun et al. proposed a
spatio-temporal transform-based video fingerprinting method
where low-pass coefficients of a 3-D transformation of
luminance components are used as a fingerprint [19].
In this paper, a video fingerprinting method based on a novel
binary fingerprint obtained using a feature selection algorithm
called the symmetric pairwise boosting (SPB) is proposed.
As shown in Fig. 1(b), the fingerprint extraction part of the
proposed video fingerprinting method is partitioned into two
steps. In the first step, perceptually significant features such
as the CGO [4]–[6] or the BML [3], [17] are extracted from
an input video clip. Henceforth, the obtained feature will be
referred to as the intermediate feature. In the second step, final
binary fingerprints are obtained by filtering and quantizing
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Fig. 2. Extraction of (a) matching and (b) non-matching pairs of intermediate
feature sequences.

the intermediate features. Given training data, the filters and
their associated quantizers are selected by the SPB algorithm
from a class of candidate filters and quantizers as shown in
Fig. 1(b). The SPB is adapted from a well-known boosting
algorithm called AdaBoost [21], [22] for the purpose of feature
(fingerprint) selection. We also note that the SPB algorithm is
an improvement over the asymmetric pairwise boosting (APB)
[23] that Ke et al. proposed for audio fingerprinting [24], [25].
The differences between the SPB and the APB algorithms will
be explained in Section II in detail.
This paper is organized as follows. Sections II and III
present the SPB algorithm and the proposed SPB-based video
fingerprinting method, respectively. Section IV evaluates the
performance of the proposed method. Finally, Section V
concludes the paper.
II. S YMMETRIC PAIRWISE B OOSTING
A. Background and Motivation
In conventional video fingerprinting methods, binary fingerprints are obtained by quantizing intermediate features
using a set of heuristically chosen quantizers [3], [13], [19].
For example, Oostveen et al. obtained 32-bit binary fingerprints from each frame by simply taking the sign of the
32-dimensional DBL [3]. However, this kind of approach is
heuristic and does not guarantee any optimality. Our goal
here is to automatically and systematically derive a binary
fingerprint extraction method which gives the best possible
performance at least for a given set of training data which
includes intermediate features extracted from original and
distorted video clips. This approach is based on the assumption
that if various common video distortions are taken into account
when generating the training set and the extraction method
obtained using the training data generalizes well enough for
unseen data, the proposed method would significantly outperform the conventional heuristically and manually derived
extraction methods.
Since fingerprinting is essentially a classification problem,
any classification algorithms proposed in the pattern recognition and machine learning community can be used for
fingerprinting. Among various classification methods, boosting, especially the AdaBoost [21], [22], has attracted our
attention. The AdaBoost is a simple yet powerful technique for
combining multiple weak classifiers (base classifiers or weak
learners) to produce a strong classifier whose performance is
significantly better than that of any of the weak classifiers [26].
In the AdaBoost, the weak classifiers are trained in sequence,
and each of them is trained using a weighted form of the
training data where the weighting coefficients depend on the
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Fig. 3. Performance of the APB and the proposed SPB algorithm on matching
and non-matching pairs.

performance of the previously trained weak classifiers in such
a way that misclassified samples are given greater weight when
used to train the next classifier in the sequence [26].
Even though there are multiclass variants such as AdaBoost.M2 [21], basically, the AdaBoost produces a binary
classifier. However, video fingerprinting requires a multiclass
classifier whose number of classes is proportional to the
number of video clips or even the total number of frames in
the DB. Thus it is infeasible to directly apply the AdaBoost
to video fingerprinting. As an alternative, Ke et al. proposed a
pairwise variant of the AdaBoost, which is the APB algorithm
for audio fingerprinting [23]. In the APB, not intermediate
features themselves but pairs of them are labeled as either
matching or non-matching pairs and used as training data.
Matching and non-matching pairs are extracted from video
clips as shown in Fig. 2 where X t and X 1:T = {X 1 , . . . , X T }
denote the intermediate feature at the tth frame and the
sequence of the intermediate features from the first to the
T th frame, respectively. We note that the intermediate feature
sequence X 1:T is not a set of intermediate features from the
first T frames but those from T consecutive frames at any
temporal position of a video clip. That is, T is a parameter that
represents the length of the intermediate feature. A matching
pair is a pair of intermediate features extracted from an original
(1)
(1)
video (X 1:T ) and its distorted version ( X̃ 1:T ), while a nonmatching pair is a pair of intermediate features extracted from
(1)
(2)
perceptually different video clips (X 1:T and X 1:T ). Another
major difference between the standard AdaBoost and the APB
is that, instead of constructing a single strong classifier, filters
and their associated quantizers of the chosen weak classifiers
are directly used for binary fingerprint extraction. By selecting
the weak classifiers which classify matching and non-matching
pairs as correctly as possible, it is expected that the binary
fingerprints obtained using the filters and the quantizers of the
chosen classifiers are not only robust but also discriminative.
The APB has been applied to audio fingerprinting [23],
[25], and the experimental results showed its promising performance. However, the APB algorithm has a critical problem. In
the APB, the weight coefficients assigned to the non-matching
pairs are not updated during the boosting procedure due to the
inherent limitation of the class of weak classifiers. This asymmetry in the probability update leads to low discriminability

N



(m)
(1,n)
(2,n)
dn · I h m (X 1:T , X 1:T ) = yn
n=1

where H is a class of classifiers, and I[ε] = 1, if the event ε
occurs; I[ε] = 0, otherwise.
2) Compute weight (confidence) of the chosen classifier
cm = log{(1 − m )/m }.
3) Update distribution
(m+1)

dn

(m)

= dn




(1,n)
(2,n)
· exp −cm yn h m X 1:T , X 1:T
/Z m

where Z m is a normalization factor.
Output
M pairs of filter and quantizer {( f m , Q m ) | m = 1, . . . , M}
which parameterize the chosen M classifiers {h 1 , . . . , h M }.

since the classifiers obtained by the APB algorithm perform
poorly in discriminating the features of perceptually different
video clips. Fig. 3 shows how the training error for classifying
matching and non-matching pairs changes as the iteration of
the boosting procedure proceeds. As shown in the figure, the
probability of the classification error of the APB algorithm
for non-matching pairs is close to 0.5 and does not decrease,
which means that the APB algorithm performs no better than
a random coin toss for classifying non-matching pairs. To
alleviate this problem, we propose the novel SPB algorithm
in this paper. By using a novel class of weak classifiers, the
weak classifiers selected by the SPB algorithm can perform
well for both matching and non-matching pairs. Fig. 3 shows
that the training error of the SPB algorithm is reduced for both
matching and non-matching pairs as the iteration proceeds.
Even though the APB performs slightly better than the SPB
for the matching pairs, it is expected that the binary fingerprints obtained using the SPB algorithm would significantly
outperform those obtained using the APB algorithm when
considering both robustness and discriminability.
B. Symmetric Pairwise Boosting
The proposed SPB algorithm is summarized in Table I.
(1,1)
(2,1)
The algorithm takes as input training data {(X 1:T , X 1:T , y1 ),
(1,N )
(2,N )
(1,n)
(2,n)
. . . , (X 1:T , X 1:T , y N )} where (X 1:T , X 1:T ) is the nth
pair of intermediate feature sequences, and yn ∈ {−1, +1}
is a label assigned to the pair (yn = +1 for a matching pair
and yn = −1 for a non-matching pair). Henceforth, it will be
assumed that the intermediate feature of the tth frame X t =
{xt (r, c)|1 ≤ r ≤ R, 1 ≤ c ≤ C} is obtained by partitioning
the tth frame into R × C blocks (R rows and C columns) and
by calculating a feature whose elements represent a certain
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Fig. 4.
Candidate filter types used in the proposed symmetric pairwise
boosting algorithm. The characteristics of the intermediate features captured
by the filters are (a) spatio-temporal average, (b) temporal difference, (c, d)
spatial difference, and (e, f) spatio-temporal difference.

characteristic of each block such as the CGO [5], the BML [3],
etc. We note that other kinds of features can also be used as the
intermediate features. It will be discussed how the intermediate
features with different form or dimensionality can be used in
the proposed SPB algorithm in Section III-A. In a series of
iterations m = 1, . . . , M, the SPB algorithm iteratively selects
a classifier h m ∈ H that minimizes the weighted error m ,
where H is a class of classifiers. The distribution (weight
(m)
coefficient) dn on the nth pair at the mth iteration is initially
set to the same value (1/N ) and updated as the iteration
proceeds in such a way that the weights of the incorrectly
classified pairs are increased while those of the correctly
classified pairs are decreased. A classifier h in H is given as
 

⎧
(1)
⎪
+1,
if
Q
f
X
⎪
 ⎨

 1:T 
(1)
(2)
(2)
(1)
h X 1:T , X 1:T =
= Q f X 1:T
⎪
⎪
⎩
−1, otherwise
where f : R R×C×T → R is a filter function and Q :
R → {0, 1} K is a K -bit scalar quantizer characterized by
a set of (2 K − 1) thresholds, {τ1 , . . . , τ(2 K −1) | τ1 < · · · <
τ(2 K −1) , K ≥ 2}. Note that the function Q gives not the
quantized value but the quantization index. If the quantization
indices of the filter responses of two fingerprints are the
same, they are declared as a matching pair; otherwise, they
are declared as a non-matching pair. Among all filters and
quantizers (sets of thresholds) considered, the SPB algorithm
chooses a filter and a quantizer which yield the minimum
weighted error for the given training data.
Fig. 4 shows six filter types used in the proposed algorithm.
They are variants of the Viola–Jones filters for object recognition [27]. Each candidate filter has different type, width,
height, and temporal length in frames, and the left uppermost
position (reference position) of the filter, which is marked
in Fig. 4(a), can be placed on any block in the T th frame.
The characteristics of the intermediate features captured by
the filters are spatio-temporal average [Fig. 4(a)], temporal
difference [Fig. 4(b)], spatial difference [Fig. 4(c) and (d)],
and spatio-temporal difference [Fig. 4(e) and (f)], respectively.
Given a certain candidate filter, the filter function in (1) can
be calculated as


1
xt (r, c) −
xt (r, c) (2)
f (X 1:T ) =
|A ∪ B|
(r,c,t)∈A

(r,c,t)∈B

where | · | is the cardinality of a set, A and B are the sets of
spatio-temporal positions {(r, c, t)} in the light and the dark
regions of a given filter, respectively. For example, when the
filters are selected and applied to the intermediate feature with

(a)

(b)

Fig. 5. Examples of the filters with different type, width, height, and temporal
length.

R = C = 3 as shown in Fig. 5, (2) is obtained as

1
x T (2, 2) − x(T −1) (2, 2)
f a (X 1:T ) =
2

1
x T (2, 2) + x(T −1) (2, 2)
f b (X 1:T ) =
4

− x T (2, 1) + x(T −1) (2, 1)

(3)

(4)

where f a and f b correspond to the filters in Fig. 5(a) and (b),
respectively.
The number of candidate filters that should be evaluated
at each iteration depends on the values of R, C, and T . For
example, the number of the type (a) filters to be evaluated is
given as
(a)

Nf

=

R 
C


(R − r0 + 1)(C − c0 + 1)T

(5)

r0 =1 c0 =1

where (r0 , c0 ) is the reference position of the filter. On the
other hand, the number of the type (f) filters is given as
(f)

Nf

=

C
R 


(R − r0 + 1)/2 (C − c0 + 1)T /2

(6)

r0 =1 c0 =1

since the height and the temporal length of the type (f) filters
should be even. The number of candidate filters of the other
types (b)–(e) can be easily obtained in the same way as given
above. Finally, the total number of the candidate filters to be
evaluated is given as
(a)

(f)

Nf = Nf + ··· + Nf .

(7)

For example, when R = 4, C = 9, and T = 10, there can
be 12 450 candidate filters to be evaluated by the algorithm at
each iteration.
The total number of quantizers to be evaluated at each
iteration Nq is the same as the total number of possible
sets of thresholds {τ1 , . . . , τ(2 K −1) }. Since the thresholds can
be determined as any values between the possible range of
the filter response, e.g., [−255, 255] for the BML, under the
constraint {τ1 < · · · < τ(2 K −1) }, the number of the candidate
quantizers Nq is so large that it is infeasible to evaluate all the
possible quantizers. In this paper, to reduce the computational
complexity in the boosting procedure, Nt threshold values
appropriately spaced in the possible range of the filter response
are chosen and considered when selecting the quantizers. Thus
the total number of the candidate quantizers is given as
Nt !
.
(8)
Nq = K
(2 − 1)!(Nt − 2 K + 1)!
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A practical example of the quantizer selection can be found
in Section IV.
As explained in Section II-A, the proposed SPB algorithm is
a generalization of the APB algorithm for audio fingerprinting
[23], [25]. In the SPB algorithm, the inherent limitation of
the APB algorithm originated from the asymmetric update
of the distribution is resolved by assigning multiple bits
(K ≥ 2) to the filter response. By choosing appropriate filter
and quantizer, the classifier given in (1) can perform better
than a classifier that randomly labels a pair not only for
matching pairs but also for non-matching pairs. Thus all pairs
in training data are re-weighted in the SPB algorithm, and this
symmetry in the distribution update improves both robustness
and discriminability of the final binary fingerprints.
III. P ROPOSED V IDEO F INGERPRINTING M ETHOD
A. Extraction of Intermediate Features

xt (r, c) of the block Br,c,t is obtained as

(i, j)∈Br,c,t m t (i, j)θt (i, j)

xt (r, c) =
(i, j)∈Br,c,t m t (i, j)

(10)

where m t (i, j) and θt (i, j) are the
and the orien
 magnitude
∂l
∂l
tation of a gradient vector ∇l = ∂ x ∂ y of the luminance l
at coordinates (i, j) in the tth frame, respectively [4].
The BML is used as an example of the intermediate feature
in this paper since it is the most basic visual feature—a set
of decimated pixel values as given in (9). The BML has been
widely used as a feature itself or an intermediate feature for the
further processing, e.g., in the MPEG-7 color layout descriptor
with the block mean chroma [28]. The CGO is used as
another example of the intermediate feature since it is recently
proposed [4], [5] and known to outperform other widely used
features such as gradient orientation histogram [29], etc. We
note that other perceptually significant features such as color,
texture, and motion can also be used as the intermediate
features. For each feature, an appropriate set of candidate
filters and quantizers for the boosting procedure should be
determined based on its dimension and spatial/temporal characteristics. For example, when a 1-D feature such as color
histogram is used, 2-D filters such as those used in [23],
[25] need to be employed as the candidate filters. Section IV
provides the evaluation results on the performance of the
proposed method when the BML and the CGO, which are two
features with considerably different characteristics, are used as
the intermediate features. The experimental results show that
the simple filters which capture spatio-temporal average or
difference can effectively boost the performance of the final
binary fingerprints, and the effectiveness of the proposed SPB
algorithm is not limited to a specific intermediate feature.

Fig. 6 shows the overall procedure of the extraction of
intermediate features. First, an input video clip is resampled
at 10 frames per second (frames/s), converted to grayscale,
and resized to QVGA (320 × 240) as in [4], [5]. These
preprocessing steps make the proposed method robust against
frame rate change, color variation, and resizing of an arbitrary
factor, respectively. Next, intermediate features are extracted
from the preprocessed video clip. Although any perceptually
significant visual features can be used as the intermediate
features, the CGO and the BML are used as examples of
the intermediate features in this paper to show that the effectiveness of the proposed method is not limited to a specific
intermediate feature. The intermediate features based on the
CGO and the BML are obtained by partitioning a frame from
the preprocessed video clip into R × C blocks (R rows and C
columns) and by calculating the CGO or the mean luminance
of each block. Finally, R × C matrix X t is obtained as the
intermediate feature for the tth frame.
When the BML is used as an intermediate feature, xt (r, c)
of the block Br,c,t in the r th row and the cth column of the
tth frame can be calculated as follows:

1
xt (r, c) =
lt (i, j)
(9)
|Br,c,t |

The binary fingerprints are extracted from the intermediate
features using the filters and the quantizers selected by the
SPB algorithm. Fig. 7 shows how the binary fingerprints are
extracted from a video clip with Tq frames. Specifically, the
tth binary fingerprint bt is obtained by


bt = Q 1 ( f 1 (X t:(t+T −1) )) · · · Q M ( f M (X t:(t+T −1) )) (11)

where lt (i, j) is the luminance value at coordinates (i, j) in the
tth frame. When the CGO is used as an intermediate feature,

where Q m and f m are the quantizer and the filter chosen at
the mth iteration. Since each scalar quantizer Q m generates

(i, j)∈Br,c,t

B. Extraction of Final Binary Fingerprints
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TABLE II

Preprocessed video clip
(Tq frames)

VARIOUS PARAMETERS OF THE P ROPOSED M ETHOD AND T HEIR VALUES
U SED IN THE E XPERIMENTS

X (Tq  T +1):Tq
...

...

Intermediate features

X2:T + 1
X1:T
...

(Tq  T + 1) binary
fingerprints with
MK bits each
Fig. 7.

Parameter

b1 b2

b (Tq  T +1)

Extraction of binary fingerprints from a video clip with Tq frames.

K bits, the total length of the fingerprint bt is M K bits. We
also note that, since T frames are required to extract a single
binary fingerprint, totally (Tq − T + 1) binary fingerprints are
obtained from the given video clip with Tq frames.
C. Database Search and Fingerprint Matching
In the DB search, the candidate fingerprints for the matching
are obtained by giving a certain number of binary fingerprints
to the DB as queries, and then by retrieving the fingerprints
close to the query fingerprints. In many video fingerprinting
systems, the DB search part is one of major performance
bottlenecks since it usually involves the range search of a
large-scale DB which consists of high-dimensional feature
vectors (fingerprints) [30]. However, the binary form of the
proposed fingerprint makes it conducive to an efficient DB
search since the search can be conducted using a direct indexing method based on a lookup table of binary fingerprints.
In the fingerprint matching, the search results obtained
in the DB search part are further refined to make a final
q (Tq −T +1)
be a set of (Tq − T + 1) binary
decision. Let {bi }i=1
fingerprints extracted from a query video clip v q . Suppose
that bs,t , which is a fingerprint from the t th frame of the
q
sth video in the DB, is obtained as a nearest neighbor of bt ,
1 ≤ t ≤ (Tq − T + 1). Then, the candidate video clip v c is
determined as a video excerpt whose fingerprints correspond to
{bs,(t −t+1) , . . . , bs,t , . . . , bs,(t +Tq −T +1−t) }. In the proposed
method, the query video clip v q and the candidate video clip
v c are declared as similar when the dissimilarity D(v q , v c ),
which is estimated as the distance between their fingerprints,
is below a certain threshold γ . The distance is defined as
Tq −T +1

D(v q , v c ) =



q

d H (bi , bic )

(12)

i=1

where d H (·, ·) is the Hamming distance metric and bic =
bs,t −t+i for i = 1, 2, . . . , (Tq − T + 1). Finally, the video
clip v c∗ whose fingerprints are closest to the query fingerprints
is obtained as the fingerprinting result
v c∗ = arg min D(v q , v c )
v c ∈Vc

(13)

where Vc = {v c |D(v q , v c ) < γ }. Since the index of the
original video s ∗ and the temporal position t ∗ of the query
video clip in the original video can be obtained as soon as
v c∗ is determined, the associated metadata can be provided as

Description

N

Total number of pairs of intermediate
feature sequences in training set

Used value
CGO
BML
40 000

R

Number of rows

4

4

C

Number of columns

4

9

T

Temporal length of intermediate
feature sequences

M

Number of chosen weak classifiers
(pairs of filter and quantizer)

Nf

Number of filters to be evaluated
at each iteration

K

Number of bits assigned to
filter response

2

Nt

Number of threshold values
considered for quantizer selection

17

Nq

Number of quantizers to be evaluated
at each iteration

680

Tq

Query length

10 frames
8 or 16
2700

12 450

5s
(50 frames)

the video information as shown in Fig. 1(a). If Vc = 0, it is
declared that the query video v q does not exist in the DB.
When the threshold γ is determined, the probability of true
positive PTP and false positive PFP are considered. Since
it is not possible to maximize PTP while simultaneously
minimizing PFP , it is common to determine the threshold
γ such that PTP is maximized subject to a fixed PFP . This
approach is equivalent to the well-known Neyman–Pearson
criterion [31].
IV. P ERFORMANCE E VALUATION
A. Experimental Setup
As the intermediate features, 16-dimensional (R = C = 4)
CGO [4]–[6] and 36-dimensional (R = 4 and C = 9) BML
[3], [17] are used. The reason why the dimension of the BML
is determined as 36 is that the DBL [3] whose performance is
directly compared with that of the proposed binary fingerprint
is also extracted from the 36-dimensional BML. Since our
intention here is not to compare the performance of the proposed fingerprint based on the BML and the CGO but to show
that the effectiveness of the proposed method is not limited
to a specific intermediate feature, we used the 16-dimensional
CGOs which were already available. The training data includes
20 000 matching and 20 000 non-matching pairs of sequences
of intermediate features extracted from ten consecutive frames
(N = 40 000 and T = 10). The matching pairs are generated
by pairing the feature sequences from original videos with
those from their cam versions. The cam versions used in the
experiments are made by first projecting video clips onto a
white screen, and then by recording the projected videos using
a digital camcorder. The cam version is chosen as training data
since it includes various common video processing steps, e.g.,
AD/DA conversion, lossy compression, transcoding, resizing,
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w

l

τ1

τ2

τ3

(a)

(3, 2)

2

1

9

−0.0610

0.0005

0.0610

(a)

(1, 3)

4

1

10

−0.0610

−0.0132

0.0313

(a)

(4, 1)

1

1

10

−0.0610

0.0132

0.1055

(d)

(2, 1)

1

2

5

−0.0313

0.0132

0.0610

(d)

(4, 3)

1

2

4

−0.0610

−0.0132

0.0313

(a)

(1, 4)

1

1

10

−0.0313

0.0313

0.1675

(a)

(1, 5)

3

1

8

−0.0610

0.0132

0.1055

(c)

(2, 3)

2

1

8

−0.0610

−0.0039

0.0313

(c)

(3, 1)

2

4

5

−0.0313

0.0039

0.0313

(c)

(2, 1)

2

2

7

−0.0313

−0.0039

0.0313

(d)

(2, 2)

2

2

4

−0.0313

−0.0039

0.0132

(c)

(1, 2)

2

1

3

−0.0313

0.0039

0.0610

(d)

(1, 1)

1

4

4

−0.1055

−0.0132

0.0610

(e)

(1, 2)

4

2

10

−0.0039

−0.0005

0.0039

(d)

(3, 1)

2

2
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−0.0610

−0.0132

0.0313

(a)

(4, 4)

1

1

3

−0.1675

0.0000

0.1055

0.3
0.2

0

w

l

τ1

τ2

τ3

(c)

(1, 8)

4

1

10

−3.9844

3.9844

15.9375

(d)

(1, 3)

3

2

9

−3.9844

0.0000

3.9844

(d)

(3, 4)

1

2

10

−3.9844

0.0000

3.9844

(c)

(2, 3)

2

1

8

−3.9844

0.0000

3.9844

(d)

(4, 5)

1

2

8

−3.9844

0.0000

3.9844

(c)

(1, 5)

2

1

4

−3.9844

3.9844

15.9375

6

8
10
Iteration

12

14

16

APB-CGO
APB-BML
Proposed (SPB-CGO)
Proposed (SPB-BML)

0.4
0.3
0.2
0.1

2

4

6

8
10
Iteration

12

14

16

(b)

Fig. 8.
h

4

(a)

0

Position

2

0.5

TABLE IV
F ILTERS AND Q UANTIZERS (S ETS OF T HRESHOLDS ) S ELECTED FOR BML
W HEN R = 4, C = 9, T = 10, AND K = 2
Type

APB-CGO
APB-BML
Proposed (SPB-CGO)
Proposed (SPB-BML)

0.1

Training error

Type

Training error

TABLE III
F ILTERS AND Q UANTIZERS (S ETS OF T HRESHOLDS ) S ELECTED FOR CGO
W HEN R = C = 4, T = 10, AND K = 2

Training error for (a) matching pairs and (b) non-matching pairs.

logarithmically spaced in [−π, π ] (CGO) or [−255, 255]
(BML) are considered when selecting the set of the thresholds
(quantizer) in the experiments (Nt = 17, Nq = 680). Various
parameters of the proposed method and their values used in
the experiment are summarized in Table II.

(c)

(1, 9)

2

1

6

−3.9844

0.0000

15.9375

B. Selected Filters and Quantizers

(d)

(4, 6)

1

2

10

−3.9844

0.0000

3.9844

(d)

(1, 2)

3

6

8

−3.9844

0.0000

3.9844

(d)

(1, 7)

1

2

4

−3.9844

0.0000

3.9844

(c)

(2, 4)

2

2

4

−3.9844

0.0000

15.9375

(d)

(1, 5)

1

4

10

−15.9375

−3.9844

0.0000

(c)

(3, 1)

2

1

9

−3.9844

0.0000

3.9844

(c)

(3, 5)

2

4

2

−3.9844

0.0000

3.9844

(c)

(2, 6)

2

2

10

−15.9375

0.0000

3.9844

(d)

(4, 4)

1

2

9

−15.9375

0.0000

3.9844

Tables III and IV summarize the filters and the quantizers
(sets of thresholds) selected for the CGO and the BML,
respectively. Table III shows that the filter type (a), which takes
spatio-temporal average of intermediate features, is selected
at many iterations when the CGO is used as the intermediate
feature. This is due to the CGO’s inherent robustness against
various distortions included in the training samples. Since
the intermediate feature itself is reasonably robust, the SPB
algorithm tries to improve robustness by taking its spatiotemporal average. The SPB algorithm also selects filter types
(c), (d), and (e) which capture spatio-temporal change of the
CGO, and this leads to the improved discriminability of the
resulting binary fingerprints. Contrary to the CGO, the BML
is completely vulnerable to the change in pixel intensities
which is included in the training samples. This means that
the spatio-temporal average of the BML does not improve
neither robustness nor discriminability of the resulting binary
fingerprint. As shown in Table IV, the proposed SPB algorithm
does not select filter type (a) when the BML is used as the
intermediate feature. Instead, only filter types (c) and (d) which
capture spatial change of the BML are selected and used for
the feature selection. The results in Table III and IV also show
that the filter types (b), (e), and (f) which capture temporal
difference of the intermediate feature are rarely selected, only

frame rate change, global and local change in brightness,
color, contrast, etc. Note that the temporal alignment between
the original and the cam versions is manually adjusted, and
the geometrical transformations such as cropping and rotation
are minimized since the robustness against those distortions
is beyond the scope of this paper. The non-matching pairs
are generated by pairing the intermediate feature sequences
extracted from perceptually different video clips. We note that
a pair of video excerpts from the same video is considered
as a non-matching pair when their temporal positions are
considerably different so that they are not in the same shot or
scene. In all experiments, K = 2 is used. To reduce the computational complexity of the training, only 17 threshold values
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Fig. 9. ROC curves of the binary fingerprints extracted from the CGO. The video distortions applied to the test data are: (a) Frame rate change from 24 to
15 frames/s, (b) Resizing to CIF (352 × 288), (c) Lossy compression (DivX at 256 kb/s), (d) Combined distortion set 1, (e) Combined distortion set 2, and
(f) Cam distortion.

once when the CGO is used. This is due to the high temporal
correlation of common video clips. Since most video clips
are highly correlated in the temporal direction, the temporal
difference or gradient of the intermediate feature is usually
close to zero except for shot or scene boundaries. Thus
those filters are not appropriate for the classification, and not
selected by the SPB algorithm.
C. Training Error
Fig. 8 shows how the training errors for matching and nonmatching pairs change at each iteration in the boosting procedure. As shown in the figure, regardless of which intermediate
feature is used, the proposed SPB algorithm decreases the
training error for both matching and non-matching pairs as the
iteration proceeds, while the conventional APB algorithm decreases only the training error for matching pairs. These results
show that the SPB algorithm improves both robustness and discriminability of the binary fingerprint. Although the APB algorithm performs slightly better for matching pairs, the overall
performance of the SPB algorithm, which is measured in terms
of both robustness and discriminability, is much better than
that of the APB algorithm, since the SPB algorithm significantly outperforms the APB algorithm for non-matching pairs.
D. Comparative Test
For a fair comparison of the performance of various binary
fingerprints, the receiver operating characteristics (ROC) curve
[32], which plots the true positive rate PT P versus the false
positive rate PF P , is used. The followings are the video
processing steps applied to the test video clips from 20 full
movies whose total length is approximately 42 hours:
1) lossy compression (DivX [33] at 256 kb/s);
2) resizing to CIF (352 × 288);
3) frame rate change from 24 to 15 frames/s;

4) combined distortion set 1: Resizing to CIF, Frame rate
change from 24 to 15 frames/s, and Lossy compression
(DivX at 256 kb/s);
5) combined distortion set 2: Color variation (Red +20%,
Green −10%, Blue +5%), Frame rate change from 24 to
20 frames/s, Contrast +30%, Resizing to CIF, and Lossy
compression (DivX at 256 kb/s);
6) cam distortion.
Test data, which includes 1 378 971 matching and 138 264 287
non-matching pairs of intermediate feature sequences, is
generated for each distortion given above. As explained
in Section IV-A, matching and non-matching pairs are
obtained by pairing the intermediate feature sequences from
perceptually similar and different video clips, respectively. For
example, two video excerpts sampled at the same temporal
position from an original video and its distorted version are
considered as a matching pair. Since two video clips from the
same video are also considered as a non-matching pair if they
are temporally distant, much more non-matching pairs could
be generated from the DB. The query length is set to 5 s
(Tq = 50). Note that the training and test data are completely
exclusive of each other.
Figs. 9 and 10 show the ROC curves of the binary fingerprints extracted from the CGO and the BML, respectively. We note that the number (16 or 32) in the name of
binary fingerprint represents the number of bits per frame.
The 16-bits fingerprints are obtained using M = 8 pairs
of filter and quantizer (16 = M K = 8 × 2), while the
32-bits fingerprints are obtained using M = 16 pairs of
filter and quantizer (32 = M K = 16 × 2) selected by
the SPB algorithm. The binary fingerprint 1Q-16 in Fig. 9
is obtained by simply taking the sign of the CGO whose
median value is close to 0. The 1Q-16 is the CGO-based
binary fingerprint obtained using the simplest and the most
straightforward way of extracting the binary fingerprints
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Fig. 10. ROC curves of the binary fingerprints extracted from the BML. The video distortions applied to the test data are: (a) Frame rate change from 24 to
15 frames/s, (b) Resizing to CIF (352 × 288), (c) Lossy compression (DivX at 256 kb/s), (d) Combined distortion set 1, (e) Combined distortion set 2, and
(f) Cam distortion.

from the intermediate fingerprints—1 bit quantization whose
threshold is heuristically determined as mean or median value
of the elements of the intermediate feature. As shown in the
figure, the binary fingerprint 1Q-16 performs worst among
those extracted from the CGO, and the proposed SPB-16
and SPB-32 significantly outperform APB-16 and APB-32 for
all the considered video distortions, respectively. The binary
fingerprint DBL-32 in Fig. 10, which extracts 32-bits per frame
from 36-dimensional BML, is obtained as proposed in [3].
The DBL-32 is extracted from the BML by applying a spatiotemporal filter to the BML and then by taking the sign of the
filtered response. The performance of the DBL-32 is compared
with that of the proposed method since the DBL-32 is also
based on the same intermediate feature, 36-dimensional BML,
and is one of the most widely used video fingerprints. For
resizing and lossy compression, the binary fingerprint DBL32 performs better than SPB-16 when the false positive rate is
low. However SPB-32, whose number of bits per frame is the
same as that of DBL-32, significantly outperforms DBL-32 for
all the distortions. For frame rate change, combined distortion
set 1 and 2, and cam distortion, SPB-16 outperforms DBL32 even though its number of bits per frame is half that of
DBL-32.
As shown in Figs. 9 and 10, regardless of which intermediate features are used, the binary fingerprints based on the
proposed SPB algorithm outperform those based on the APB
algorithm for all the considered distortions. We also note that
the binary fingerprints based on the proposed SPB algorithm
perform well not only for cam distortions but also for other
distortions which are not included in the training data.
V. C ONCLUSION
In this paper, a robust video fingerprinting method based on
a novel binary fingerprint obtained using the SPB algorithm

has been proposed. In the proposed method, the binary fingerprints are obtained by filtering and quantizing intermediate
features extracted from an input video clip. The filters and
their associated quantizers for the fingerprint extraction are
selected from a class of candidate filters and quantizers using
the SPB algorithm. The experimental results show that the
binary fingerprints obtained using the SPB algorithm are
robust against various common video processing steps and
outperform the conventional APB-based binary fingerprints in
terms of both robustness and discriminability. Future work
can be categorized into two approaches. The first approach
is to further improve the performance of the proposed SPB
algorithm. For example, various intermediate features which
represent different characteristics of an input video clip can be
used together as the training data. The second approach is to
propose a secure version of the SPB-based video fingerprinting
method. The secure fingerprints would be useful not only for
content identification but also for content authentication.
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