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ABSTRACT

This paper proposes a methodology in designing a spatial watermark which is robust to geometrical attacks. The
proposed watermarking methodology is based on self-registering watermark that tiles the watermark pattern over
the entire image. Thus, the peaks in the autocorrelation domain reveals the information about the geometrical
transformations which the image has undergone. However, due to the limited precision of the autocorrelation
domain, the template search is not reliable enough. The proposed scheme is based on a novel methodology in
designing a watermark that is robust to small geometrical attacks. The watermark pattern is designed such that
when the synchronization is o by the small amount of geometrical transformations, it can be identi ed without
any searching. This characteristic of the watermark eventually leads to the reduction in search space of the
template and compensation for the limited precision of the autocorrelation domain when the synchronization is
o by the large amount. The proposed watermark is generated as a ltered white pattern, and in order for the
watermark to be robust against geometrical transformation and lossy compression the lter must be carefully
designed. The watermark generated by the lter designed by the proposed method has shown improvement in
detection reliability.
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1. INTRODUCTION

For the purpose of copyright protection, broadcast monitoring and copy protection of digital data, an imperceptible signal known as watermark is embedded within the digital data before distribution. A watermark should
be perceptually transparent, secure against unauthorized users and robust against various attacks. While most
of the attacks such as lossy compression, denoising, noise addition, lowpass ltering, reduce watermark energy,
geometrical attacks desynchronize the embedded watermark and can mislead the watermark detector.1 The
purpose of this paper is to improve the detection performance of a spatial watermarking scheme against aÆne
transformations such as translation, rotation, scaling and aspect ratio change.
The proposed watermarking methodology is based on self-registering watermark that tiles the watermark
pattern over the entire image. The tiled pattern appears as a lattice of peaks, that is called a template, in the
autocorrelation domain and careful analysis of both the orientation of the array and the distance between the
peaks can reveal the information about the aÆne transformations which the watermarked image has undergone.
The analysis process is called searching.2{4 A typical watermark detection scheme that uses the template
search is shown in Figure 1. If the watermark detection is failed, the template is searched to reveal the aÆne
transformations. According to the template search result, the aÆne transformations are reversed.
Since the template search is performed in the autocorrelation domain, the peak positions are an integer value
and the aÆne transformation at the sub-integer level is diÆcult to search without additional processing. Thus
it is desirable to design the watermark pattern with a certain degree of correlation so that it can be identi ed
without searching when the synchronization is o by a small amount. This characteristic of the watermark
eventually leads to the reduction in search space of the template and compensation for the limited precision
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of the autocorrelation domain when the synchronization is o by the large amount. The proposed watermark
is generated as a ltered white pattern, and in order for the watermark to be robust against geometrical
transformation and lossy compression the lter must be carefully designed. The correlation in the designed
watermark pattern can be thought of a form of redundancy embedding or error-correcting scheme from the
perspective of communication theory.

Figure 1

: Typical watermark detection scheme with template search

This paper is organized as follows. Section 2 optimizes the watermark pattern to resist small geometrical
attacks. Section 3 describes content adaptive watermark embedding and extraction method. Section 4 describes
the template peak detection in autocorrelation domain and aÆne parameter estimation. Section 5 evaluates the
performance of the proposed method.
2. OPTIMAL WATERMARK PATTERN GENERATION

The connection between the robustness of the watermark and the watermark pattern itself is generally understood.5, 6 However, few have optimized the connection between the two. This paper proposes a methodology
in designing a watermark pattern that is robust to small geometrical attacks and lossy compression. Small
geometrical attacks refer to the attacks which include small rotation angle, scaling ratio and translation.
A watermark is generated by passing white pattern through a lter as shown in Figure 2. Thus the design
of the watermark pattern becomes an issue of designing a lter with certain requirements. Let the designed
watermark and its autocorrelation be w and c, respectively. Then the Fourier transform of c is given by the
following relationship.

F (c) = jF (w)j

2

= jF (h)j2

(1)

where F is the Fourier transform and h is the impulse response of the lter. Thus the design of the lter h
can be considered as the design of the autocorrelation c. The autocorrelation c should be designed such that
the watermark w is robust to small geometrical attacks. The watermark should be also robust against removal
attacks such as lossy compression which can be generally considered as highpass lter, and thus for a more
robust watermark the watermark pattern should avoid the high frequency range. The watermark should also
avoid the low frequency range in order to minimize the image interference so that it can be easily detected.
For these reasons the optimization should be based on the objective that the energy in the mid frequency
range is maximized while the watermark has proper correlation characteristics so that it is less sensitive to
synchronization.

Figure 2

: Watermark generation with the designed lter

Let the autocorrelation of watermark c[m; n] have a support in a (2N + 1) by (2N + 1) square de ned by
 m; n  N . Then the frequency response of the autocorrelation (spectrum of watermark) is given as

N
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follows.

C (!x ; !y ) =

N
X

N
X

m= N n= N

c[m; n] exp( j (m!x + n!y )):

(2)

If the autocorrelation c[m; n] is symmetric, i.e. c[m; n] = c[ m; n], c[m; n] = c[m; n], then the frequency
response of the autocorrelation can be written as follows.

C (!x ; !y ) = c[0; 0] +
+
+

N X
N
X
m=1 n=1
N X
N
X
m=1 n=1

= c[0; 0] +
+

N X
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2c[m; 0] cos(m!x ) +

n=1

2c[0; n] cos(n!y )

2c[m; n] cos(m!x + n!y )
2c[m; n] cos(m!x
N
X
m=1

n!y )

2c[m; 0] cos(m!x ) +

N
X
n=1

2c[0; n] cos(n!y )

2c[m; n]fcos(m!x + n!y ) + cos(m!x

n!y )g:

(3)

From the requirements on the autocorrelation and frequency domain, we deduce the following optimization
problem. The measure for the energy contained in the frequency band of watermark can be calculated by using
a dense grid of frequency bins f(!0x ; !0y ); (!1x ; !1y ); (!2x ; !2y ); (!3x ; !3y );    ; (!Mx ; !My )g covering the whole
frequency range. Assume the mid-frequency band of interest to be between !in and !out , the average energies
at three bands (low-frequency, mid-frequency and high-frequency band) in , m and out are respectively given
by
q

2
2
!kx
+ !ky
 !in

(4)

2
2
m = E [C (!kx ; !ky )] for !in < !kx
+ !ky
< !out

(5)

in = E [C (!kx ; !ky )] for

q

out = E [C (!kx ; !ky )] for !out 

q

2
2
!kx
+ !ky

(6)

The optimization wants to maximize m while suppressing in and out . At the same time the spectrum
C (!x ; !y ) must be non-negative and the correlation around the origin must be slowly decaying (reducing the
sensitivity to synchronization). The above can be summarized into the following optimization problem :
max m
c

subject to

C (!kx ; !ky )  m in
C (!kx ; !ky )  0
h  c[m; n]  1;
l  c[m; n] < h ;

in in

out out

(7)

q

2
2
for !in < !kx
+ !ky
< !out
for p
all the frequency bins
for pm2 + n2  R
for m2 + n2 > R

(8)

where R represents how much the watermark is robust to the small geometrical attacks. The solution of the
above optimization problem can be obtained using a constrained optimization for the suÆciently large frequency
bins. The number of frequency bins we used in the optimization was 841. The autocorrelation and frequency
response of the optimized watermark pattern is shown in Figure 3 for R = 3 and R = 5 cases. The parameters
we used in the optimization are !in = 0:4 , !out = 0:7 , N = 32, in = 1, out = 3:5, m = 0:15, h = 0:5
and l = 0:1.
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(a) Autocorrelation of the watermark R = 3

(b) Frequency response of the watermark R = 3

(c) Autocorrelation of the watermark R = 5

(d) Frequency response of the watermark R = 5

: The autocorrelation and frequency magnitude response of the optimized watermark pattern

Figure 3
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3. CONTENT ADAPTIVE WATERMARK EMBEDDING AND EXTRACTION

The embedding method should be content adaptive so that the watermark is kept imperceptible while embedding
maximum amount of watermark energy for the best possible detection performance. In order to determine the
amount of watermark energy that is possible for embedding while being imperceptible, the noise visibility s(i; j )
is evaluated.7 It is given by
1
s(i; j ) =
(9)
1 + x2 (i; j )
where x (i; j ) is the local variance (3x3 or 5x5 block) of the image at (i; j ) and is a constant that depends
on the local characteristics of the image ( = 1; 2; 3:5 for the smooth, edge and texture regions respectively).
It is a visibility measure of noise which in this case is the watermark. The amount of watermark that can be
embedded with transparency would be inversely proportional to the noise visibility. Using s(i; j ), watermark
w(i; j ) is embedded into the image x(i; j ) at pixel (i; j ) additively by
y(i; j ) = x(i; j ) + 1 (1 s(i; j ))w(i; j ) + 2 s(i; j )w(i; j )
(10)
7
where 1 and 2 is the global scaling factor.
The extraction method should minimize the watermark impair while suppressing the cover interference. To
extract the watermark signal w from the watermarked image, we solve the optimization problem. The objective
of the optimization is the minimization of the watermark impair, and the constraint is the suppression of the
cover interference. This problem is similar to the signal enhancement problem in noisy speech8 and image.9
Let the w^ = P z be the estimated watermark in each pixel where z = y y and y is the local mean. The desired
linear estimator P is chosen to minimize the square error of the estimator. The di erence between the original
watermark and estimated watermark is given by
r(i; j ) = w^(i; j ) w(i; j )
= P (x(i; j ) x(i; j )) + [ 1 P (1 s(i; j )) + 2 P s(i; j ) 1]w(i; j )
, rx + rw
(11)
where x(i; j ) is the mean of the block centered at (i; j ). The energy of the residual image interference rx is
given by
2x , E [rx2 ] = P 2 x2 (i; j ):
(12)
The energy of the watermark estimation error rw is given by
2w , E [rw2 ] = [ 1 P (1 s(i; j )) + 2 P s(i; j ) 1]2 w2
(13)
2
where the variance of watermark signal is w . Then the linear estimator P is obtained from the following
optimization problem.
min 2w

(14)

P

subject to 2x  x2 .
The solution to above problem can be obtained by introducing a Lagrange multiplier , and minimize the
unconstrained objective function
L(P; ) = 2w + (2x x2 )
(15)
2
2
The stationary feasible point of P can be found by solving the gradient of L(P; ) and x = x . We obtain
the following solution.
[ 1 (1 s(i; j )) + 2 s(i; j )]w2
P (i; j ) =
(16)
[ 1 (1 s(i; j )) + 2 s(i; j )]2 w2 + x2

2 s(i;j )
where   1 (1 s(i;j))+
to normalize 2x = x2 = 1. It means that the Lagrange multiplier  is related to
x
the watermark-to-noise ratio.
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4. AFFINE PARAMETER ESTIMATION

The search operation to determine the aÆne transformations which the image has undergone can be performed
in the autocorrelation domain. It is based on the fact that the tiled watermark pattern appears in the autocorrelation domain as a lattice of peaks. Since part of peaks may not be detected due to image interference or
intentional deletion,10 reliable parameter estimation is important. Thus we use likelihood method.
In order to reverse the aÆne transformations, three parameters must be estimated from the autocorrelation
of the watermarked image: the angle of rotation which the watermarked image has undergone, the periods of the
peaks in both horizontal and vertical directions. After nding peaks as a local maximum in the autocorrelation
domain, the Radon transform is evaluated for various angles , and the angle that produces the maximum
number of peaks is determined to be the rotation angle. For the determined angle, the periods are estimated
using the maximum likelihood estimator given by

TML = arg max
T

N
X
j =1

tj

e2i T

(17)

where tj is the position of the j -th peak in the estimated direction.11 However, nding peaks in the autocorrelation domain is vulnerable to image interference and compression, thus the maximum likelihood estimation of
rotation angle and periods are not suÆciently accurate. We must consider more cases which give high likelihood
to improve watermark detection probability.
5. EXPERIMENTAL RESULTS

The performance of the proposed scheme for watermark embedding and detection was evaluated using the 512
by 512 Lena image. The robustness against geometrical attacks was evaluated using the patterns with three
di erent values of correlation parameter R = 0; 3; 5. Throughout the evaluation, the 64 by 64 sized watermark
pattern was used and the PSNR of the watermarked image was kept constant to 38 dB. With increasing
correlation (controlled by the increasing R), the visibility of the watermark is proportionally increased. This
phenomenon is especially more noticeable for smooth background. The visibility of the watermark can be
adjusted with the parameter 2 (see Equation 10). In the watermark detection, the tiled watermark is folded to
accumulate the watermark power.12 Then the cross correlation detection of the watermark is performed. The
simple linear addition of the tiled watermark pattern was used. Recently various other methods of accumulation
have been studied from the perspective of the diversity detection 13, 14 ; however, these were not used in this
experiments.
To evaluate the proposed scheme for small geometrical transformations involving rotation and scaling, the
correlation outputs versus rotation angle and scaling factor are obtained without template search. This is shown
in Figure 4, and it is noticed that with increasing R the sensitivity to geometrical attacks is proportionally
reduced. We also nd out the precision of the template search required to detect the watermark from this
gure. The watermark without optimization (R = 0 case) must have the precision smaller than 0.2 degree of
rotation angle and 0.005 of scaling ratio, while the optimized watermarks (R = 3 and R = 5 cases) require
precision in the order of 0:5  1 degree of rotation angle and 0:01  0:02 of scaling ratio. Thus the complexity
of template search can be signi cantly reduced by the reduced search space.
To compare the detection reliability of the three cases against random aÆne transformations, we generated
twenty images which are randomly rotated and scaled after JPEG compression. Table 1 shows the probability
1
of correct watermark detection after template search with the precision of 0.5 degree of rotation angle and 64
of scaling ratio. We estimated the rotation angle and scaling factor as stated in section 4. The result in Table 1
shows the optimized watermark improves the probability of correct watermark detection. The table also shows
the optimized watermark is robust to JPEG compression. This can be attributed to the fact that the watermark
design process emphasizes the mid frequency band as stated in section 2.
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(a) Correlation response versus rotation angle
Figure 4

Table 1.
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(b) Correlation response versus scaling factor

: Robustness of the watermark against the small geometrical attacks for R = 0 (+), R = 3 (), R = 5 (Æ)
JPEG Quality factor R = 0 case R = 3 case R = 5 case
90 %
40
85
95
80 %
25
70
85
70 %
0
55
70
60 %
0
50
50

The probability (%) of correct watermark detection after JPEG compression and randomly chosen aÆne

6. SUMMARY

This paper showed that the detection reliability against geometrical attacks can be signi cantly improved by
using the optimally designed watermark pattern. The watermark pattern is designed such that when the
synchronization is o by the small amount of geometrical transformations, it can be identi ed without any
searching. This characteristic of the watermark eventually leads to the reduction in search space of the template
and compensation for the limited precision of the autocorrelation domain when the synchronization is o by
the large amount. The proposed watermark is generated as a ltered white pattern, and the lter is designed
optimally for the watermark to be robust against geometrical attacks and lossy compression. It has been
experimentally veri ed that the proposed watermark design methodology improves the probability of correct
watermark detection for lossy compression and various aÆne transformations.
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