932

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 5, NO. 4, DECEMBER 2010
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Abstract—This paper considers a distance metric learning
(DML) algorithm for a fingerprinting system, which identifies
a query content by finding the fingerprint in the database (DB)
that measures the shortest distance to the query fingerprint. For a
given training set consisting of original and distorted fingerprints,
norm of the difference of
a distance metric equivalent to the
two linearly projected fingerprints is learned by minimizing the
false-positive rate (probability of perceptually dissimilar content
to be identified as being similar) for a given false-negative rate
(probability of perceptually similar content to be identified as
being dissimilar). The learned metric can perform better than the
often used
distance and improve the robustness against a set
of unexpected distortions. In the experiments, the distance metric
learned by the proposed algorithm performed better than those
metrics learned by well-known DML algorithms for classification.
Index Terms—Audio fingerprinting, content identification, distance metric learning, video fingerprinting, .

I. INTRODUCTION
OR protecting, managing, and indexing digital content,
fingerprinting is receiving increased attention [1]. Fingerprinting is a technique that identifies a query content based on its
short feature vector often referred to as fingerprint. In a fingerprinting system, fingerprints of digital contents and their associated meta-data are stored in a database (DB), and a query is identified by matching its fingerprint to a fingerprint in the DB [4]. In
recent years, various audio/video/image fingerprinting systems
have been proposed [3]–[13]. Fingerprinting systems generally
consist of fingerprint extraction and matching components. The
focus of this paper is on fingerprint matching.
The general concept of fingerprinting is described in Fig. 1.
From any two perceptually dissimilar contents and in the
content space , their fingerprints and , which lie in the fingerprint space , are extracted by a fingerprint extraction funcsuch that
for
. We assume
tion
that is an -dimensional vector space and and belong to
the DB of the fingerprinting system. Furthermore, content experiences distortion
which transforms to distorted
. Here it is assumed that is perceptually
content
similar to . A set of distortions which a fingerprinting system
must be robust against is denoted as . To identify query , the
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^ are contents, and x , x , and
Fig. 1. (a) Fingerprinting scenario: c , c , and c
^ are their respective fingerprints. F (1), (1), and d(1) denote, respectively,
x
fingerprint extraction, distortion, and the distance between two fingerprints.

fingerprinting system finds the fingerprint in the DB that meabased on a distance
sures the shortest distance to
. When its distance to is below
metric
a certain threshold , the closest DB fingerprint is considered to
be matched to , and query is identified by the meta-information associated with the fingerprint matched to . The query
is accurately identified as when
is matched to . A high
performance fingerprinting system will have the following two
properties: 1) the distance between the elements of a matching fingerprintpair(MFP)—apairoffingerprintsextractedfromsimilar
content (e.g., and )—will be smaller than with high probability, and 2) the distance between the elements of a nonmatching
fingerprint pair (NMFP)—a pair of fingerprints extracted from
dissimilar contents (e.g., and )—will be larger than with
high probability.
The fingerprinting performance can be measured by the
false-negative rate (FNR) and false-positive rate (FPR). Let
be the sample space. For a given
,
and
, the FNR and the FPR are defined, respectively,
and
as
, where
is the probability of event [14]. Empirically,
the two rates are estimated by counting the error in matching
and nonmatching fingerprint pairs. The rates are dependent on
,
, and , and for a fixed
and
pair, different
and
values of lead to different FNR and FPR. Therefore,
must be designed such that FPR (or FNR) is minimized for
a given FNR (or FPR).
The goal of this paper is to improve the identification performance of an existing fingerprinting system by learning a
distance metric. The performance of a fingerprinting system
and
, and recent fingerprinting
depends on both
systems have been developed assuming a certain distance
for
metric with the focus on discovering an appropriate
[4]–[13]. Many nonbinary fingerprinting systems
a certain
are developed assuming either the (squared)
distance [6],
[7], [12] or the distance [11], [13], and binary fingerprinting
systems are developed assuming the use of the Hamming
and a
distance [4], [8]–[10]. In this paper, for a certain
certain , a distance metric
is learned from a given set
of matching/nonmatching training data pairs. This learning
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process is called distance metric learning (DML) [15]. In recent
years, various literatures have shown that the DML can improve
classification and clustering performances [15]–[22], and it
is used in various applications such as visual data retrieval
[23]–[25], face recognition [26], [28], and text document
classification [27].
assuming a certain
and
Learning a distance metric
can improve the fingerprinting system, which is developed by
for a certain distance metric
.
finding an appropriate
There are two reasons for DML:
1) A distance metric that discriminates between MFP
distance can
and NMFP better than the often used
be learned: Discrimination between MFP and NMFP
should occur with low FPR and low FNR. We denote
and
for
, where
. The FNR and FPR defined above can be
expressed as
and
, where
.1 These rates are dependent on the distribution of the fingerprint and the range of
. Fig. 2 illustrates four examples in discriminating
between two-dimensional matching and nonmatching fingerprint pairs using a particular distance metric of ceratin
elevation as the decision boundary. In the examples, it
is assumed that the distance metric between two fingerprints is a function of the difference of the fingerprints
. For
and the decision boundary is given as
distance is the
norm of the difference.
example,
Fig. 2 presents scatter plots of
and
for various
, where
. Here,
is the difference of MFP, and
is
the difference of NMFP. In the case of Fig. 2(a), the
distance discriminates between MFPs and NMFPs very
well. In the case of Fig. 2(b), the distance discriminates
between MFPs and NMFPs very well. In the case of
distance discriminates between MFPs
Fig. 2(c), the
and NMFPs very well. In Fig. 2(a), (b), and (c), points
lie on the dotted line for a
in the set
distance
certain . In the case of Fig. 2(d), none of
discriminates between MFPs and NMFPs well. As shown
in Fig. 2, whether a distance metric discriminates between
MFPs and NMFPs well or not depends on the distributions
and
. If a fingerprinting system
of
assumes the use of the distance, it is preferable that the
and
are spherically
distributions of
symmetric (uncorrelated fingerprint element) as shown in
Fig. 2(a), (b), and (c). But, finding such a fingerprint is not
an easy task. Fingerprint elements are often correlated and
contribute unequally to the identification performance. In
and
this case, the distributions of
are not spherically symmetric, as shown in Fig. 2(d). For
such a fingerprint, the use of a metric, which discriminates
distance, will lead to
the fingerprint better than the
performance improvement. Learning a distance metric is
one way of finding such metric.
2) Robustness against a set of unexpected distortions can be
improved: In general, a fingerprint is developed with a
1For

a set

AA
;

represents the complement of

A
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Fig. 2. Illustrative examples: (a) MFPs and NMFPs are well discriminated by
distance. (b) MFPs and NMFPs are well discriminated by the l disthe l
tance. (c) MFPs and NMFPs are well discriminated by the l distance. (d) MFPs
and NMFPs are not well discriminated by l distance.

particular distortion set
in mind. It is difficult to envision a fingerprint exhibiting adequate robustness to all
distortions imaginable, and it is very likely that a fingerprinting system will perform poorly on a certain set of
unexpected distortions while performing well on a set of
expected distortions. For example, an audio fingerprinting
system based on a fingerprint extracted from critical bands
between 300 and 5300 Hz [7] is vulnerable to low-pass filtering with cut-off frequency of 4000 Hz. A video fingerprinting system in [12] can be vulnerable to slight rotation.
The operating condition can vary depending on the application, network environment, data acquisition device, and
so forth, and this will introduce unexpected distortions. For
existing fingerprinting systems to obtain robustness against
or
must be rea set of unexpected distortions,
will generally provide
designed. A well redesigned
espebetter robustness performance than redesigned
cially when its form is restricted; however, redesigning a
new fingerprint that will perform well on a different set
of distortions is a time-consuming task, and constructing
a DB based on the new fingerprint is even more time consuming. Sometimes, the original content, from which the
fingerprints are extracted, may not be available. In any
case, it is difficult and time-consuming to collect the original content. By learning a distance metric, the robustness
to a set of unexpected distortions can be improved, which
will improve the identification performance with the existing fingerprint DB.
With a given training set consisting of fingerprints extracted
from distorted and original contents,2 a distance metric is
learned by minimizing the FPR for a given FNR where the
rates are functions of distance metric and threshold for a given
. An algorithm to learn a subspace by minimizing the mean
of the two rates was proposed in [28] for face recognition,
but minimizing the mean is not directly related to the fingerprinting performance. To apply the fingerprinting performance
in learning a distance metric, the criterion of minimizing the
FPR for a given FNR is investigated in this paper. The distance
norm of the differmetric considered in this paper is the
ence between two linearly projected fingerprints; thus, it is
parameterized by a linear projection matrix and is considered a
generalization of the distance. In this paper, the fingerprint
is assumed to be an -dimensional real vector; however, the

x

x

2In the scenario shown in Fig. 1,
and
are fingerprints of original contents, and ^ is a fingerprint of a distorted content.

x
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proposed algorithm can be extended for binary fingerprints with
the distance metric defined in the binary fingerprint domain.
In our DML algorithm, the objective function is designed so
that minimizing it leads to the determination of the linear
projection that minimizes the FPR for a fixed FNR. The learned
metric improves the identification performance at the price of
increased complexity.
The remainder of this paper is organized as follows. Section II
gives a short review on the fingerprinting system. Section III
describes the considered distance metric and the training data
used for the learning. Section IV summarizes various DML algorithms, and Section V explains the proposed DML algorithm.
Section VI presents experimental results, and Section VII analyzes the algorithm. Section VIII concludes the paper.
II. FINGERPRINTING SYSTEM
A fingerprinting system identifies a query by extracting robust
features from it and then matching the query fingerprint to the
labelled fingerprints stored in the DB. A fingerprinting system
consists of fingerprint extraction and matching components, and
the focus of this paper is on the distance metric used in the fingerprint matching component.
A. Fingerprint Extraction Component
The fingerprint extraction component takes a query content,
denoted as , as an input and outputs a robust feature vector
referred to as a fingerprint for the purpose of identification. The fingerprint extraction component commonly consists
of preprocessing for format conversion, framing, transformation, feature computation, and postprocessing for converting the
feature into a desired form [2]. Mathematically, the input–output
such that
relationship to the component is represented by
.
B. Fingerprint Matching Component
For a given fingerprint and a set of DB fingerprint
, the
fingerprint matching component measures the distance between
and each of the fingerprint in the DB to find the best match.
, the distance to
is computed, and
For all fingerprints in
which is closest to
is searched. For a fast search,
an efficient indexing structure is commonly used [29]. Once
is determined,
is compared with a preset threshold . If
is below , the fingerprinting system retrieves the metadata associated with ; otherwise, the fingerprinting system informs that the content information of is not in the DB. The fingerprint matching component is summarized as follows:

2) Compare with

• True:
—
• False:
—

of

III. DISTANCE METRIC AND TRAINING DATA
A. Distance Metric
The distance metric considered in this paper measures the distance between the two -dimensional fingerprints and as
norm of the difference between two linearly projected
the
fingerprints. In other words, the distance between and ,
, is given by
(1)
where

and
denote, respectively, the norm and an
-dimensional matrix. Learning the distance metric is
equivalent to determining
for a given . When
, the
distance is expressed as
(2)
where
. This metric has a general form of the
Mahalanobis distance which is commonly used in various DML
will be denoted as
algorithms [15]–[20]. Henceforth,
.
The distance metric considered in this paper is a generalization of the and distance metrics which are commonly used
in many fingerprinting systems [6], [7], [11]–[13]. By linear projection, any linear correlation between fingerprint elements can
be compensated and the contribution of each fingerprint element
can be varied in calculating the distance. Nonlinear projection
could be considered to improve the identification performance,
but it may be nonintuitive and may lead to higher computational
complexity.
The distance metric should be nonnegative, symmetric, and
satisfy the triangle inequality; thus, must be positive semidefis a pseudometric, not a
inite [16]. Strictly speaking,
metric since it does not satisfy the reflexivity
3 [16], [31]. However,
will be called a metric as
in many other literatures [15]–[20].
B. Training Data

Fingerprint matching component
Input

and

Output
Do
1) Search the fingerprint closest to

To learn a distance metric, a set of training data pair consisting of fingerprints extracted from original and distorted contents must be available. All query contents are assumed to be a
distorted version of the original content, and all fingerprints of
the original contents are assumed to be stored in the fingerprint
DB. In the training set, fingerprints of original and distorted contents are paired and labelled as either MFP or NMFP. Let
3For two different fingerprints x and x , there can exist a certain W and a p
which lead to d (x; x ) = 0.
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and denote, respectively, the entire training sets of MFPs and
NMFPs.
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where

(8)

IV. RELATED WORK
This section introduces three well-known DML algorithms
for classification (there has not been any DML algorithm for fingerprinting): the relevant component analysis (RCA) [17], the
maximally collapsing metric learning (MCML) [19], and the
oriented principal component analysis (OPCA) [34], [35]. The
RCA and MCML algorithms learn a general form of the Mahawhich improves the performance of the
lanobis distance
-nearest neighbor ( -NN) classifier. The OPCA is a secondorder extension of the standard principal component analysis
[37] aimed at maximizing the power ratio of signal pair [34],
[35], and it can be used as a DML algorithm which learns
[15]. In general, the DML algorithms mentioned above attempt
to learn a distance metric such that the distance between two
data within the same class is small while the distance between
data of different classes is large. Therefore, a learned distance
metric between the elements of an MFP should be small while
that between the elements of an NMFP should be large.
is given as the inverse of
In the RCA algorithm, in
the matrix , which is given by
(3)
assigns smaller weights to directions of larger
The matrix
variability.
In the MCML algorithm, a distance metric is learned with
the goal that the distance between the elements of MFPs should
be zero whereas the distance between the elements of NMFPs
should be infinite. To simplify the explanation, the training sets
of fingerprints of original and distorted contents are defined as
and . For
and
, the MCML algorithm tries to
solve the following optimization problem:

(4)
where

The direction vectors which maximize are obtained by solving
the generalized eigenvalue problem from the following equation
[34]:
(9)
The eigenvectors and eigenvalues obtained from the above equation are denoted as
and , respectively, then in
is
computed as
(10)
where

and

.

V. DML ALGORITHM
A. The FNR and FPR
As mentioned in Section I, the identification performance can
be measured in terms of the FNR and FPR. The two rates are
often approximated by the empirical risks. For given sets of
and ), the
matching and nonmatching fingerprint pairs (
and
,
empirical risks of the FNR and FPR, denoted as
can be expressed as

(11)
and
(12)
where
is the 0–1 loss function such that
if
and
, otherwise [36]. Hereafter, the
empirical risks will be referred to as the FNR and FPR.
B. Optimization Problem

(5)
if
if

(6)

and
is the Kullback–Leibler divergence. Here,
represents the probability that is a matching fingerprint of ,
and
is the goal. By solving the optimizais determined.
tion problem in (4), in
The OPCA finds the direction vector that maximizes the
following signal-to-signal ratio:
(7)

The distance metric is learned by solving an optimization
problem, and it leads to identification performance improvement expressed in terms of FNR and FPR. There are two ways
of improving the identification performance: 1) for a fixed FPR,
minimize the FNR, and 2) for a fixed FNR, minimize the FPR.
As a matter of choice, we have decided to minimize FPR for a
given FNR.
is either approxiIn our optimization problem, the
mated by the sigmoid [30] or upper-bounded by the hinge loss
function [36] to efficiently solve the optimization problem.
: 1)
There are three difficulties when using the
based on the
is discontinuous, 2) the gradient of the
is zero except at
, and 3)
based on the
is nonconvex. These difficulties prevent the use of
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C. Optimization Procedure
using
, we use the proTo find matrix
jected subgradient method [32], [33]. The projected subgradient
method is performed in two steps. In the first step, a scale factor
of the subgradient of
is subtracted from the current
to reduce
with no regard to the conestimate of
is nondifferentiable at certain points, we
straint. Since
use the subgradient instead of the gradient. The subgradient of
is computed as

Fig. 3. Comparison of L

(1),

L

(1), and

L

(1).

where
efficient optimization methods that are generally based on the
gradient. The sigmoid function is defined as
(13)
where is a positive constant. The hinge loss function is defined
as

. When
,
, and when
,
is either 0 or depending on the value of . In the
second step,
is projected onto a space which satisfies
. To satisfy this constraint, a subgrais iteratively subtracted with step
dient of
until the constraint is
size from the current estimate of
satisfied. Subgradient of
is given by

(14)
where is a positive constant. Fig. 3 compares
,
,
for
and
[36]. The use of
and
the sigmoid function can avoid the first two difficulties but it
. The use of the hinge loss function
leads to a nonconvex
can avoid all difficulties. The output of the sigmoid function lies
in the range of [0,1], but the output of the hinge loss function
increases linearly with the argument. Each function is associated
with a tunable parameter and . As shown in Fig. 3, with
approximates
more closely while
larger and ,
upper bounds it more tightly in
.
is
The optimization problem referred to
given by

where
and
are functions that approximate or
and
, and
is a fixed
bound, respectively,
is matheconstant. The objective function
matically expressed as

The two steps are iterated until
converges. The
is summarized as follows:
procedure to find
Optimization Procedure
Initialization

is set to a matrix.

Iteration until
converges
1) Reduction of the objective function

2) Projection
• Iteration: until

• After iteration:

(15)
and

is mathematically expressed as
(16)

where
is a function that approximates or bounds
.
Possible candidates for
include
and
.
: scaling the distance metric
Without loss of generality,
and
.
and threshold by a constant does not alter
By solving the optimization problem, we can get a distance
, which minimizes the FPR for a fixed FNR.
metric with

When
,
can be reformulated as a funcand
. In this case, matrix
is the
tion of
parameter to be optimized, and a constraint of positive semidefinite should be appended in the optimization problem. The use
leads to a convex optimization problem with
of instead of
. A positive semidefinite matrix
is determined by solving a convex constrained optimization problem.
For the nonconvex optimization problem, convergence to the
global optimum is not guaranteed. In our optimization procedure, the distance metric is determined by an iterative procedure that leads to a local minimum solution. Selecting an appropriate initial value may be critical to the performance. For the
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Fig. 4. ROC curves of audio fingerprinting systems based on the l distance and the learned distance metrics (metrics learned by the RCA, MCML, OPCA, and
the proposed DML algorithm with L(1) = L (1)) for various distortions: (a) Various distortions included in the training set; (b) D+E+BPF+EQ2+MP3; (c)
EQ1+BPF+WMA+V+MP3; and (d) D+MP3. (D: 92.9-ms delay; V: Envelop tremors; and EQ2: 30-band pop equalization.)

nonconvex optimization problem, the initial value is set using
the solution of convex optimization problem with
and
. When
and
, the matrix
obtained with
and
is used as an ini, the initial matrix
satisfying
tial value. When
should be determined from . But, there are many
, and all matrices satisfying
matrices satisfying
are not appropriate as an initial point. Instead of
, we set a diagonal
finding the matrix satisfying
matrix
,
is the
th element of , and this diagonal
where
matrix is appropriate to weigh fingerprint elements depending
on the unequal contribution.
VI. EXPERIMENTAL RESULTS
A. Experimental Setup
To compare the performance of the proposed DML algorithm
with other DML algorithms mentioned above, the metrics obtained from all algorithms are applied to both audio and video
fingerprinting systems [7], [12]. In the system proposed in [7],
the 16-dimensional fingerprint is extracted from a 371.5-ms
frame whose shift is 185.7 ms. The 432-dimensional fingerprint

extracted from a 5-s audio clip (27 frames) is
matched using the distance metric. In the system proposed
in [12], the 8-dimensional fingerprint is extracted from a video
frame resampled to 10 frames per second. The 800-dimenextracted from a 10-s video clip
sional fingerprint
(100 frames) is matched using the
distance metric. In our
,
, and
. The value of
experiment, we used
was obtained by
the tunable parameter associated with the
cross-validation that produced the best identification result.
-dimensional matrix when
is very
Learning an
large is computationally difficult. In our experiment, an
-dimensional matrix (denoted as ) was learned instead of
. We assume that
where
is an
integer. Using -dimensional fingerprints,
is determined,
and -dimensional fingerprint is obtained by dividing -dimensional fingerprint into number of -dimensional fingerprints without overlap. In the audio fingerprinting system [7],
frames,
the -dimensional fingerprint is obtained from
and in the video fingerprinting system [12], it is obtained from
frames. The distance between and is computed as
(17)
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Fig. 5. ROC curves of audio fingerprinting systems based on the l distance and the learned distance metrics (metrics learned by the RCA, MCML, OPCA, and
(1)) for various distortions: (a) Various distortions included in the training set; (b) D+E+BPF+EQ2+MP3; (c)
the proposed DML algorithm with L(1) = L
EQ1+BPF+WMA+V+MP3; and (d) D+MP3. (D: 92.9-ms delay; V: Envelop tremors; and EQ2: 30-band pop equalization.)

where
and
denote the th -dimensional fingerprints
obtained by dividing, respectively, and into -dimensional
for the audio finfingerprints. In our experiment,
gerprinting system and
for the video fingerprinting
system, thus the summand is the distance between fingerprints
of three frames for audio fingerprinting system and that between
fingerprints of ten frames for video fingerprinting system.
In our experiment, the identification performance was measured using distortions included and excluded in the training set.
The fingerprinting system using the learned metric may perform
poorly on distortions excluded in the training set. But, our experimental results showed that the identification performance
against distortions excluded in the training set is also improved.
The combined distortions were also considered in our experiments where each combined distortion contains distortions included and excluded in the training set.
The metric learned by our DML algorithm is compared with
the distance, which is used in the original fingerprinting systems in [7] and [12], and metrics learned by the RCA [17], the
MCML [19], and the OPCA [34]. As described in Section IV,
, not
. The RCA
the three algorithms determine
and the MCML are originally designed to improve accuracy
with -NN classifier, and the OPCA discriminates between two

classes of data. These algorithms are modified, and the modified
algorithms are presented in Section IV.
B. Audio Fingerprinting
1) Training Set: A set of training data from 100 different
songs was used. In our experiment, four distortions often
encountered in audio fingerprinting were used, and 1 632 000
and
).
training pairs were used (
The list of distortions considered in our experiment is as follows
[5]:
a) Octave band equalization (EQ1): Adjacent band attenuations set to 6 and 6 dB in an alternating fashion.
b) Echo (E): Filter-emulating old time radio.
c) Bandpass filtering (BPF): 0.4- to 4-kHz bandpass filtering.
d) WMA encoding (WMA): 64-kb/s WMA encoding.
For all audio clips used in this experiment, 96-kb/s MP3 encoding (MP3) is performed in addition to the above distortions.
2) Comparative Test: Figs. 4 and 5 compare the identification
performances of various distance metrics for a given audio
fingerprinting system [7]. The identification performances are
compared based on the receiver operating characteristic (ROC)
curve. The ROC curve plots FNR versus FPR. For performance
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Fig. 6. ROC curves of video fingerprinting systems based on the l distance and the learned distance metrics (metrics learned by the RCA, MCML, OPCA, and
the proposed DML algorithm with L(1) = L (1)) for various distortions: (a) Various distortions included in the training set; (b) BR + CIF + frame rate change
to 15 f/s + 256 kb/s DivX compression; (c) CAM + ROT + frame rate change to 15 f/s + histogram equalization + 256 kb/s DivX compression; and (d) frame rate
change to 15 f/s.

evaluation test set consisting of 100 different songs was kept
completely separate from the training set. For each experiment,
60 000 MFPs and 100 000 000 NMFPs were used. In this
13 different values of
were used. For
experiment, 8
each value of
, a distance metric is obtained, and a point
in the ROC curve is determined by the distance metric with
.
a threshold 1. Fig. 4 shows the result when
,
was used, and when
,
When
was used. Fig. 5 shows the result when
.
,
was used, and when
,
was
When
used. Figs. 4(a) and 5(a) show performance against distortions
included in the training set. Figs. 4(b), 4(c), 5(b), and 5(c)
show performance against combined distortions. Figs. 4(d)
and 5(d) show performance against distortions excluded in
the training set.
As shown in the figures, the learned distance metric can improve the performance of existing fingerprinting system [7].
The performance obtained using our DML algorithm is always
much better than the performance obtained using the distance
which is used in the system proposed in [12]. For distortions
included in the training set, the FPR decreases by a factor of
10 .
Our DML algorithm outperformed other algorithms. As
shown in the figures, the performance obtained using our DML

algorithm is better than [Figs. 4(b)–(d), 5(b)–(d)] or comparable to [Figs. 4(a) and 5(a)] the performances obtained using
the RCA, MCML, and OPCA. Of the three distance metrics
,
, and
),
and
, which performed
(
equally well, performed better than
.
C. Video Fingerprinting
1) Training set: A set of training data from three different
movies was used. In our experiment, four distortions often
encountered in video fingerprinting were used, and 1 020 000
and
).
training pairs were used (
The list of distortions considered in our experiment is as follows:
a) Camcoder (CAM): Recording the projected video using
camcoder.
b) Resize (CIF): Resizing to CIF size.
c) Brightness change (BR): Brightness 25%.
d) Rotation (ROT): 3 counterclockwise roation.
2) Comparative Test: Figs. 6 and 7 compare the identification performances of various distance metrics for a given video
fingerprinting system [12]. For performance evaluation, a test
set consisting of nine different movies was kept completely separate from the training set. For each experiment, 60 000 MFPs
and 50 000 000 NMFPs were used. In this experiment, 8 11
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Fig. 7. ROC curves of video fingerprinting systems based on the l distance and the learned distance metrics (metrics learned by the RCA, MCML, OPCA, and
the proposed DML algorithm with L(1) = L
(1)) for various distortions: (a) Various distortions included in the training set; (b) BR + CIF + frame rate change
to 15 f/s + 256 kb/s DivX compression; (c) CAM + ROT + frame rate change to 15 f/s + histogram equalization + 256 kb/s DivX compression; and (d) frame rate
change to 15 f/s.

different values of
were used. Fig. 6 shows the result when
. When
,
was used, and when
,
was used. Fig. 7 shows the result when
, and
was used for all values of . Figs. 6(a)
and 7(a) show performance against distortions included in the
training set. Figs. 6(b), 6(c), 7(b), and 7(c) show performance
against combined distortions. Figs. 6(d) and 7(d) show performance against the distortion excluded in the training set.
As shown in the figures, the learned distance metric can
improve the performance of the existing fingerprinting system
[12]. The performance obtained using our DML algorithm
is always better than the performance obtained using the
distance which is used in the system proposed in [12]. For
distortions included in the training set, the FPR decreases by a
10 .
factor of
Our DML algorithm outperformed other algorithms. As
shown in the figures, the performance obtained using our DML
algorithm is better than [Figs. 6(a), 6(b), 6(d), 7(a), 7(b), and
7(d)] or comparable to [Figs. 6(c) and 7(c)] the performances
obtained using the MCML and the OPCA. The performance of
the RCA is worse than that of distance metric. Of the three
,
, and
),
and
,
distance metrics (
.
which performed equally well, performed better than

The choice of should depend on the distributionof fingerprint.
To improve the performance in terms of FNR and FPR, MFPs and
NMFPs must be well discriminated. How well they are discriminated depends on the distributions of the MFP and NMFP. If the
distributions are sparse, small value of can lead better performance than large value of as shown in Figs. 6 and 7.
Experimental results indicate that the performance against the
distortion excluded in the training set is also improved. This phenomena can be attributed as follows. The performance of a fingerprinting system depends on both the FNR and FPR, and of
the two rates, the FPR is almost indifferent to the distortion set
while the opposite is true for the FNR. For distortion set excluded
in the training set, the gain in performance in terms of the FPR
outweighs the FNR degradation incurred proportional to the influence of the distortion set which the system was unprepared.
VII. ANALYSIS
A. Number of Training Data
, Figs. 8 and 9 show the FPR versus
For a given FNR of
. In the experiment,
varying number of training pairs
was set to
. As shown in the figures, the FPR is almost
constant after a certain number of training pairs, and it leads
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Fig. 8. FPR of audio fingerprinting system when the FNR is 10 versus the
number of training data: (a) Sigmoid function is used, p = 2; (b) Hinge loss
function is used, p = 2; (c) Sigmoid function is used, p = 1; (d) Hinge loss
function is used, p = 1; (e) Sigmoid function is used, p = 0:5; (f) Hinge loss
function is used, p = 0:5.

Fig. 9. FPR of video fingerprinting system when the FNR is 10 versus the
number of training data: (a) Sigmoid function is used, p = 2; (b) Hinge loss
function is used, p = 2; (c) Sigmoid function is used, p = 1; (d) Hinge loss
function is used, p = 1; (e) Sigmoid function is used, p = 0:5; (f) Hinge loss
function is used, p = 0:5.

to the conclusion that a sufficient number of training data were
used.
B. Matrix Structure
Fig. 10 shows two examples of two randomly chosen elements of the fingerprint difference of MFP and NMFP, the
obtained based on the
parameter of the distance metric
optimization procedure mentioned above, and
.
for MFP
Fig. 10(a) and (e) shows the distribution of
and Fig. 10(b) and (f) shows the distribution of
for NMFP. Fig. 10(c) and (g) shows the matrix
in
.
Fig. 10(d) and (h) shows an elliptical decision boundary
. The points inside the ellipse are considered MFPs.
In the example of Fig. 10(a)–(d), the unequal contribution of
the two fingerprint elements in the identification is represented
by the diagonal terms of . Of the two fingerprint elements,
one element is more effective than the other in discriminating
between MFPs and NMFPs, and this is validated by one small
(close to zero) diagonal term and one large diagonal term. The

Fig. 10. Two examples of two randomly chosen elements of the fingerprint
difference and d (1): (a) and (e) show distribution of (x x ) for MFP, (b)
and (f) show distribution of (x x ) for NMFP, (c) and (g) are matrix A in
d ( ), (d) and (h) show points satisfying d ( ) = 1.

1

0

0

1

off-diagonal terms are close to 0, and the decision boundary is
plotted as shown in Fig. 10(d). In the example of Fig. 10(e)–(h),
the correlation of two elements influences the determination of
the off-diagonal term of . Two dimensions for NMFPs shown
in Fig. 10(f) are correlated to each other while two dimensions
for MFPs shown in Fig. 10(e) are not. In this case, the elliptical
decision boundary with the major axis oriented perpendicular
to the major axis of the distribution for NMFPs is effective,
as shown in Fig. 10(h). Thus, the off-diagonal terms are large
positive values, and the diagonal terms are of similar values as
shown in Fig. 10(g). As shown in the examples, the correlation
between fingerprint elements and unequal contribution of
fingerprint element determines the distance metric.
Fig. 11 shows that the matrices for different values of have
a common structure. The matrices are obtained from video fingerprinting, and the values of the matrix are represented in gray
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D. Comparison With the Conventional Fingerprinting
Matching

A

Fig. 11. Matrix structure for various cases: (a) ~ obtained using p = 2 and
L (1); (b) ~ obtained using p = 2 and L
(1); (c) ~ ~ obtained using
p = 1 and L (1); (d) ~ ~ obtained using p = 0:5 and L (1); (e) ~
obtained using p = 1 and L (1); and (f) ~ obtained using p = 0:5 and
L (1).

A

WW

W

WW

W

Fig. 12. Comparison of minimizing FNR for a given FPR and minimizing FPR
for a given FNR: (a) audio fingerprinting and (b) video fingerprinting.

scale such that brighter pixels represent higher valued elements.
,
is determined instead of
, thus
When
. Fig. 11(c) and (d) shows
Fig. 11(a) and (b) shows for
for
, and Fig. 11(e) and (f) shows
for
.
, but there is a common strucThe element values depend on
. The general structure shows that high
ture independent of
valued elements run parallel to the diagonal in equal intervals,
and this is caused by the correlation of the NMFPs as shown in
Fig. 10(f). The details of each structure are different for different
and loss function.
C. Minimizing FNR
Instead of minimizing FNR for a given FPR, the distance
metric is learned by minimizing FPR for a given FNR as
mentioned in Section V-B. Fig. 12 compares the two criterions.
Based on the experimental setting described in Section VI,
the results against the distortions included in the training set
are shown. The results show that the two criterions perform
similarly for both audio and video fingerprinting systems.

The learned metric improves the identification performance
at the price of increased complexity. When the distance beis measured
tween two -dimensional fingerprints and
multiplications are necessary to comusing the distance,
pute
. But,
multiplications are necis used, and
multiplications are necesessary when
is used. When
is computed: 1)
mulsary when
tiplications are necessary to compute
and 2)
multiplications are necessary to compute the multiplication of
and
. When
is computed:
mul. When
tiplications are necessary to compute
is used,
multiplications are necessary as in the case of using
, but computing
leads to
computations of the
square root. The computational complexity of the square root
is much more than that of multiplication. Thus, the computais larger than that of
. In our
tional complexity of
algorithm, can be any real number, but a natural number is
preferred considering the computational complexity. The com. In this
putational complexity can be reduced by using
multiplications are
case,
necessary when
is used, and
mulis used. This is still more
tiplications are necessary when
than that required for the distance. Computational complexity
increases for all of the learned metric involving linear projection.
The proposed algorithm requires the user to learn the distance
metric for different operating conditions. In the conventional
fingerprint matching based on a fixed distance metric such as the
distance metric, the operating condition can be easily adapted
by tuning the threshold.
E. Selection of K
In the experiments, we used
instead of
for
computational reason. The use of
as an approximation
leads to performance degradation. As the value of
to
decreases (introduced in Section VI-A where
),
becomes a closer approximation to
with increase
in training time and the computational complexity. It should
be reminded that the time to compute gradient is linearly proportional to the length of the fingerprint. Fig. 13 compares the
and
when
. The results are
performance of
and
.
obtained for audio fingerprint with
is only
As shown in the figure, the performance of
slightly worse than that of
.
F. Training Time
In our experiments using audio and video fingerprinting
to consystems, 500–1000 iterations are necessary for
verge, and it takes about 90–180 min for audio fingerprinting
and about 60–120 min for video fingerprinting. According to
different conditions, the number of iterations varies. Fig. 14
versus iterations.
shows two examples of the plots of
The training time depends on the training data size. In each iteration, 1 632 000 training pairs are used for audio fingerprinting,
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Fig. 13. Comparison of d

Fig. 14. Convergence of f
fingerprinting, p = 1.

(1) and

d

(1) when

K

= 9.

(1): (a) audio fingerprinting, p = 2 and (b) video

and 1 020 000 training pairs are used for video fingerprinting.
Tests were run on 32-bit desktop computer with 2.40-GHz
CPU. Our implementation is written entirely in Matlab.
VIII. CONCLUSION
In this paper, the effect of DML in improving the identification performance of a fingerprinting system is studied. The
distance metric based on linear projection is learned by solving
the optimization that minimizes the FPR for a given FNR. In
the optimization, the FNR and FPR represented by the 0–1 loss
function is approximated or bounded using either the sigmoid or
the hinge loss function. A distance metric is learned using efficient optimization method based on the gradient of the objective
function. In experiment using the audio and video fingerprinting
systems proposed in [7] and [12], it is shown that the distance
metric learned by our DML algorithm can improve the performance of the fingerprinting system for a given fingerprint and
a set of distortions. Experimental results also show the distance
metric learned by our DML algorithm outperformed the metrics learned by other DML algorithms, which were originally
designed for classification and modified for identification.
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