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ABSTRACT 

Affine transformations are a well-known robustness issue in many 
multimedia fingerprinting systems. Since it is quite easy with 
modem computers to apply affine transformations to audio, image 
and video content, there is an obvious necessity for affine trans- 
formation resilient fingerprinting. In  this paper we present a new 
method for affine transformation resilient fingerprints that is based 
upon the auto-correlation of the Radon transform, the log map- 
ping and the Fourier transform. Besides robustness, we also ad- 
dress other issues such as security, database search efficiency and 
independence with perceptually different inputs. Experimental re- 
sults show that the proposed fingerprints are highly robust to affine 
transformations. 

1. INTRODUCTION 

Multimedia fingerprinting (also known as robust hashing) is an 
emerging research area that is  receiving increased attention. Fin- 
gerprints are perceptual features or short summaries of a multime- 
dia object. This concept is an analogy with cryptographic hash 
function that maps arbitrary length data to a small and fixed num- 
ber of bits [6]. Although cryptographic hashing is a proven method 
in message encryption and authentication, it is not possihle to di- 
rectly apply it to multimedia fingerprinting. Cryptographic hash 
functions are bit sensitive: an alteration of a single bit in the con- 
tent will result in a completely different hash value. This renders 
cryptographic hash functions not applicable to multimedia objects 
that often undergo various manipulations including compression, 
enhancement, geometrical distortions and analog-to-digital con- 
version during distribution. By noting these deficiencies of cryp- 
tographic hash functions we arrive at the notion of multimedia fin- 
gerprinting, sometimes referred to as robust hash functions [ I ]  131. 
Promising applications of multimedia fingerprinting are in authen- 
tication [SI, filtering for file-sharing services [I] ,  supporting digital 
watermarking [91, automated monitoring for broadcasting stations 
[2] and automated indexing of large multimedia archives. 

Resilience to affine transformations has been one of the main 
issues in many image processing research areas, such as pattern 
recognition and watermarking. This paper deals with this impar- 
tan1 topic in the context of image fingerprinting. To improve ro- 
bustness to affine transformations. we propose an image finger- 
print extraction method that is based on the Radon transform. An 
image is first projected onto radial directions using Radon trans- 
form, and for each radial direction the affine invariant features are 
extracted based on the auto-correlation. the log mapping and the 
Fourier transform. The fingerprint bits are determined from the 

obtained features. The affine invariant features used in this pa- 
per have been successfully utilized in extracting speed-change re- 
silient audio fingerprints [2]. This work is an extension of our 
audio fingerprinting methods in [I] [2]. A different fingerprinting 
method based on Radon transform was proposed in [SI, where the 
medium point of each projection is used as a fingerprint. However, 
it needs search and energy modification for rotation and scaling re- 
spectively and does not provide keyed hash function [ 5 ] .  The pro- 
posed method does not need any search or modification of finger- 
print bits, provides keyed hashing scheme by random permutation 
and achieves collision-free property with relatively small amount 
of fingerprint bits (400 bits per image). 

This paper is organized as follows. Section 2 describes the re- 
quirements of image fingerprints. Section 3 describes the extrac- 
tion of the affine invariant features used in the proposed method. 
Section 4 evaluates the performance of the proposed fingerprint. 

2. REQUIREMENTS ON IMAGE FINGERPRINTS 

A cryptographic hash function H ( X )  maps an (usually large) ob- 
ject X to a (usually small) hash value. It allows comparing two 
large objects A' and Y, by only comparing their respective hash 
values H ( X )  and H ( Y ) .  Marhemarical equaliry of H ( X )  and 
H(Y) implies the equality of X and Y with only a very low proba- 
bility oferror. Fora properly designed cryptographic hash function 
this should be 2 - L ,  where L equals the number of bits in the hash 
value. However, in case of multimedia fingerprinting the percep- 
tual similarib is more important rather than mathematical similar- 
ity. We should construct a fingerprint function in such a way that 
perceptually similar image objects result in similar fingerprints [I]. 
The modified version of the image should have the same or similar 
fingerprints with the original image. Requirements on image fin- 
gerprints are summarized in [4]. The main requirements for image 
fingerprints are as follows. 

1) Robustness (Invariance under perceptual similarity): the fin- 
gerprinting system should give same or similar fingerprints 
to the severely degraded images originated from the same 
image. 

2) Painvise independence: if two images are different percep- 
tually, the fingerprints from two images should be different 
considerably. 

3) Randomization (Security): the fingerprint bits should have 
uniform distribution. 

0-7803-7663-3/03/$17.00 02003 IEEE 111 - 61 ICASSP 2003 

mailto:philips.com


3. PROPOSED FINGERPRINT EXTRACTION METHOD 

An overview of the proposed algorithm is shown in Figure 1. First, 
an image is projected onto N (typically, N = 512) radial direc- 
tions using the Radon transform, and the auto-correlation of each 
projection is calculated. Through the log mapping and the Fourier 
transform of the auto-correlation. the affine invariant features are 
extracted. From the affine-invariant features, a sub-fingerprint (typ- 
ically 20 bits) is obtained. A sub-fingerprint does not contain 
enough information to identify an image, but a sequence of sub- 
fingerprints. which we refer to as a fingerprint block, does. An im- 
age fingerprint (fingerprint block) typically contains M (typically, 
M = 20) sub-fingerpnnts and consequently 400 bits. Details of 
the proposed method are in the next subsections. 

"age Radon Auto- Log 2D 
Tmnsform correlation Mapping FFT 

Fig. 1. Overview of Affine transformation resilient fingerprint ex- 
traction 

3.1. Radon transform and its properties 

The Radon transform of an image f ( x , g ) ,  denoted as g(s,O), is 
defined as its line integral along a line inclined at an angle 8 from 
the y-axis and at a distance s from the origin [7]. Mathematically, 
it is written as 

g ( s , ~ )  =Sm f(z:y)s(zcosB+ysino-s)dxdy (1) 

where -co < s < 00, 0 5 0 < T.  The Radon transform g(s, 8) 
is the one-dimensional projection of f ( x , y )  at an angle 8. The 
Radon transform has the following useful properlies for the affine 
transformations of an image. 

-m -_ 

PI)  The translation of an image by (xo,  go) causes the Radon 
transform to be translated in the direction of s, i. e. ,  

f ( x  - x o , y  ~ yo) H g(s - xocosO - yosin8,8) .  

P2) The scaling (retaining aspect ratio) of an image by a factor 
p (p > 0) causes the Radon transform to be scaled through 
the same factor, i. e., 

P3) The rotation of an image by an angle 0, causes the Radon 
transform to be shifted through the same amount, i. e., 

3.2. Affine invariant feature extraction 

Affine transformations, we consider here, are translation, scaling 
(retaining aspect-ratio) and rotation. By using the above properties 
of Radon transform, affine invariant features are obtained. 

For translation invariance, the normalized auto-correlation of 
each radial projection is calculated that is given as follows: 

From PI  the translation of an image causes translation in the Radon 
domain, but the amount of translation in each projection is differ- 
ent. By taking auto-correlation. we get translation-invariant sig- 
nal c(1,O).  Among the affine transformations, scaling and rotation 
are remained in c( l ,8 ) .  Consider the auto-correlation c ( l , 8 )  of an 
original image. From P2 and P3, the auto-correlation of a scaled 
and rotated image is given as c'(1,8) = c(pZ, 8 - 8,) where p 
( p  > 0) and 8, are the amount of scaling and rotation respectively. 
To achieve invariance on the scaling and rotation, the log mapping 
and the 2D Fourier transform are used. The log mapping translates 
the scaling of the signal to a shift. The subsequent Fourier trans- 
form translates this shift into a phase change. By the log mapping 
1 = e", the signal c'( l ,8)  can be written as 

c'(Z, 0) = c ( p l ,  8 - 8,) 

= c ( e x p [ p + l o g p ] , B - O , ) .  ( 3 )  

E'(p,8) = C ( ~ + l o g p , 8 - 8 B r ) .  (4) 

Then the log-mapped signal E'(p: 8 )  is given by 

The 2 0  Fourier transform of the log-mapped signal is written as 
"- "- 

= e x p [ ~ ~ i ~ o g p - i C o 8 ~ . l C ( S 1 , < n ) .  ( 5 )  

Then the magnitude IC'(Ci, C O ) ~  and phase $ ' ( C l ,  C o )  of the com- 
plex signal C ' ( ~ I ,  CO) are given by: 

IC'(Ci,Co)I = IC(Ci,<n)I (6) 

= C1h&!p-<o& + $ ( < I , < @ )  (7) 

d'(Ci,Co) = CiIogp-CeOr+ LC(Ci,Cn) 

where LC(6 ,  C O )  is the phase of the complex signal C((l,C#). 
As shown above, the log mapping translates scaling into a 

shift, and the subsequent Fourier transform translates the shift into 
a phase change. By using the properties, we find features that are 
invariant to scaling. From Eqn. (6) .  IC'(C1, CO)/ is affine invariant. 
Since Q log p - < n S ,  in Eqn. (7) is a linear function of Cl and Co. 
the double differentiation of $ ' (< I , (# )  on ( I  or Cn is also affine 
invariant. 

3.3. Fingerprint bit extraction 

In some applications (for example image authentication), the se- 
curity of the fingerprint extraction algorithm is an issue. More 
precisely, it is sometimes required that the fingerprint function de- 
Dends on a kev K .  For two different kevs K I  and K?,  the fin- .. .~ 
gerpnnting function H should have the property that N K ~  ( X )  # 
H K ,  (X) for any image X. To satisfy this requirement, we use in- 
terleaving. ThecoefficientsofC'(C1,Co) arerandomlyinterleaved f (xcos8,  - ysinO,,xsin@, +ycOS8~)  - g(s,8 - 87) .  
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in either < i  or Cs direction by the permutation table (this is key in- 
formation). After interleaving, the coefficienrs of log ~C’((I, CO)[ 
and #‘(Si,<s) are filtered by a simple 2D filter Fc8.ca (along both 
<I and Cs axes), of which the kemel Fc, ,cs equals 

~ ~~~~~ 

JPEG (Q=lO%) 
Gaussina filtering 
Sharpening filtering 
Median filterine (4 x 41 

Finally the filter output is converted to bits by taking the sign of 
the resulting value (thresholding). The output of the filter Fct,ce 
is invariant to scaling and translation as we have seen in 3.2. In- 
terleaving does not have any effect on the affine invariance of the 
filter output. 

JPEG (Q=lO%) Bit Enorr 

~ ~~ 

0.0450 0.0625 0,0500 0.0400 
0.0325 0.0300 0.0200 0.0150 
0.0825 0.0525 0.0750 0.0325 
0.0525 0.0525 0.0955 0.0350 

Fig. 2. (a) Fingerprint of original Lena image, (b) Fingerprint of 
compressed Lena image, (c) the difference between a and b show- 
ing bit errors in black (BER=0.05) 

5 row removed 

Shearing (5%) 
Shearing (1%) 

Random bending attack 

Figure 2 shows an example of 20 subsequent 20-bit sub-fingerprints 
(fingerprint block) extracted with the proposed method from the 
Lena image. A ‘ I ’  bit corresponds to a white pixel and a ‘0’ bit 
to a black pixel. Figure 2a and Figure 2h show a fingerprint block 
from an original image and JPEG compressed (quality factor 10%) 
version of it respectively. Ideally these two fingerprints should be 
identical. but due to the compression some of the hits are erro- 
neous. These bit errors, which are used as the similar;@ measure., 
are shown in black in Figure 2c. 

4. EXPERIMENTAL RESULTS 

To evaluate the proposed method, we tested our method an over 
a hundred images. In the experiments we used a version of the 
proposed algorithm where we took the luminance of the test im- 
age, resiaed it to 512 x 512 and filtered it by median filter to make 
it robust against small geometric attacks. Then we took the 21 
by 21 lowest coefficients of C‘(<i, ( e )  and interleaved the coeffi- 
cients in <I direction according to the key information. The mag- 
nitude and the phase of the 21 by 21 coefficients were filtered by 
F<,,(s and thresholded to obtain 20 by 20 bits. Finally, finger- 
print bits are determined by the exclusive OR of the 20 by 20 bits 
from the magnitude and the 20 by 20 bits from the phase. Thus 
we obtained fingerprint block, consisting of 20 subsequent 20-bit 
sub-fingerprints, extracted from each image. Using the extracted 
fingerprints, we tested the proposed method in terms of three re- 
quirements in Section 2. 

4.1. Robustness of the proposed method 

To test robustness of the proposed method, the original images 
were subjected to various kinds of image processing steps (see [IO] 
for a detailed description of the processing steps) and their respec- 
tive fingerprint blocks were extracted. The bit error rate (BER) be- 
tween the original and the processed image fingerprints is shown 

0.0300 0.0275 0.0450 0.0250 

0.3400 0.3225 0.2700 0.3450 
0.1150 O.ll00 0.1050 0.1275 

0.2150 0,2000 0.3150 0.2800 

Table 1. BER for different kinds of signal degradations 

Processing I AIR 1 BOAT I LENA I PEP 

Y _  I ,  

Rotation I I I I 

in Table I for four images (Airplane, Boat, Lena and Peppers). 
The table clearly shows that the proposed method is highly robust 
to affine transformations, which preserve aspect ratio, (all possible 
angles of the rotation and the scaling factor p larger than 0.15) and 
other image processing steps including compression and various 
filtering. However, it was not robust against cropping and shearing 
(more than 5%). A region based approach is promising to improve 
robustness to them. This will be covered in future work. 

It is important for any fingerprinting method that it not only 
results in a low BER but also allows efficient searching. In [ I ]  a 
search algorithm is presented that exploits the fact that each of the 
20 sub-fingerprints in a fingerprint block has a list of most probable 
candidates for being an original sub-fingerprint. This list is gener- 
ated from soft decoding information during fingerprint extraction 
of the processed image. In our experiments, a list of 1024 most 
probable candidates was created for each sub-fingerprint. From 
these lists the fingerprint database can be searched very efficiently, 
and with high probability at least one of the 20 lists of the fin- 
gerprint block contains a corresponding original sub-fingerprint. 
Table 2 shows the number of lists that contain a corresponding 
original sub-fingerprint. This number is referred to as the number 
of database hits. Table 2 shows that the number of database hits 
are sufficient to database search for most of the image processing 
steps. We recall from [ I ]  that only a single database hit is needed 
for a successful search. 

4.2. Painvise independence and security 

To test pairwise independence, we extract a fingerprint database 
from 100 images. Thereafter the BER between all possible pairs 
of the fingerprints were calculated. Figure 3a shows the histogram 
of the measured BER. All the measured BER were in the range 
between 0.39 and 0.6. This shows that the proposed method is 
approximately pairwise independent. The mean of the measured 
BER was 0.4917 that is close to 0.5, and the standard deviation 
of it was 0.0282 that is similar to 0.025 one would expect from 
random i.i.d. bits. This result is similar to the case of the audio 
fingerprints in [I]. Through the same false positive analysis in 
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Table 2. Hits in the database for different kinds of signal degrada- 
tions 

Processing 

Gaussina filtering 1 20 1 20 I 19 I 20 

I AIR 1 BOAT 1 LENA I PEP 
JPEG (Q=lO%) 1 . 1 7  1 17 I 20 I 18 

Sharpening filtering I 17 1 18 I 16 I 19 
Median filtering(4 x 4) I 19 1 15 I 17 I 18 
Rotation I I I I 
(worst case 45.176“) 
Rotation (90’) 
Scaling ( p  = 0.5) 
Scaling ( p  = 0.15) 
Cropping (2%) 
Cropping (5%) 4 
17 cnlllmn 

5 TOW removed 
Shearing (1%) 
Shearing (5%) 
Random bending attack 

[ I ] ,  the threshold for the BER was determined to be 0.3 with very 
low false positive rate. It means that out of 400 bits there must 
be less than 120 bits in error in order to decide that the fingerprint 
blocks originate from the same image. Details of the false positive 
analysis are in [I]. 

To test security of the proposed method, we generated 100 fin- 
gerprints from the Lena image using different interleaving. Similar 
with the above analysis, the BER between all possible pairs of the 
fingerprints were calculated. The histogram of the measured BER 
is shown in Figure 3b. The mean and the standard deviation of 
the measured BER were 0.5002 and 0.0264 respectively. This re- 
sult clearly shows the fingerprint is significantly dependent on the 
key information (interleaving). In terms of security, such a strong 
dependency on the key is significant. Once a key is broken, the 
user can simply change it, like a password [3] without modifying 
overall system. 

5. CONCLUSION 

For the multimedia fingerprinting, extracting features that allow 
direct access to the relevant distinguishing information is crucial. 
The features used in fingerprint extraction are directly related to 
the performance of the fingerprinting system. In this paper, we 
presented a new fingerprint extraction method that is resilient to 
affine transformations. The robustness against affine transforma- 
tions are essential because it is quite easy to impose affine transfor- 
mations to images with modem computers. The experimental re- 
sults show that the proposed method is highly robust against affine 
transformations and most of the other image processing steps. It 
was experimentally verified that the proposed image fingerprints 
satisfy the main requirements of fingerprints; robustness under 
quality preserving signal processing steps, pairwise independence 
with different inputs and sufficient randomization (uniform distri- 
bution) of fingerprint bits. Future work includes more robust image 
fingerprinting and extension of the proposed method to video. 

Fig. 3. (a) Histogram of measured BER between the fingerprints 
from different images. (b) Histogram of measured BER between 
fingerprints of Lena generated with different keys 
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